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Privacy Puzzle: Grappling With the Patchwork 
of New State-Specific Data Privacy Laws
By Andrew Baer and Matthew Klahre

From a privacy compliance 
perspective, operating a global 
business has never been more 
complicated. Just as businesses 
and privacy practitioners have 
come to grips with the General 
Data Protection Regulation 
(GDPR)1 (the European Union’s 
unprecedented, extraterritorial 
privacy regime with eye-wa-
tering penalties for noncompli-
ance2 that became effective 
May 25, 2018), businesses 
with operations in the United 
States are now confronted with 
another privacy compliance 
challenge: a patchwork of sev-
eral new state-specific privacy 
laws, each with its own unique 
set of operational and legal 
requirements (and penalties). 

The most controversial of these 
new U.S. state privacy laws 
is the California Consumer 
Protection Act (CCPA), which 
has been coined “California’s 
GDPR,” given its sweeping 

scope, unprecedented degree 
of protection of covered data 
subjects, and puzzling text. 

Despite the use of “consumer” 
in its title and throughout its 
text, the CCPA will apply 
to information relating to all 
individuals, regardless of 
whether it is processed in the 
business-to-business or busi-
ness-to-consumer context. As 
such, CCPA compliance will be 
important for any organization 
that is doing business in Califor-
nia, even if it does not interact 
with traditional “consumers.” 

Other states, such as Nevada 
and Massachusetts, have also 
proposed or enacted new pri-
vacy laws of their own. Each 
state’s law is different, which 
means that operationalizing 
compliance with the most strin-
gent of these new state regimes 
does not guarantee compliance 
across the board, nor does 

compliance with the GDPR 
ensure compliance with these 
state-specific U.S. regimes.

This article will provide a high-
level overview of some of these 
new state laws with a particular 
emphasis on the CCPA, and it 
will offer answers to some of 
the pressing questions that busi-
nesses of all sizes should be 
asking as these new laws come 
into effect.

CALIFORNIA 
CONSUMER 
PROTECTION ACT

Background
The CCPA was enacted in June 
of 2018 and is expected to 
become effective on January 
1, 2020. However, due to the 
unusual circumstances surround-
ing its inception, the effective 
date – and the law itself – are 
still subject to change. 

Only a few days after the 
CCPA was conceived as a 
ballot initiative sponsored by 
a real estate investor, the Cal-
ifornia legislature introduced 
its own version of the bill, as 
a compromise to prevent the 
original initiative from making 
it to the polls (since passage as 
a ballot initiative would have 
made future amendments to the 
law extremely difficult to enact). 
As a result of its swift drafting, 
the bill had to be amended 
only two months later. Indeed, 
the many glaring errors and 
inconsistencies that still remain 
in its current text suggest that 
more changes are coming. 

Additionally, as of the date 
of this writing, the California 
attorney general has yet to 
act on the CCPA’s mandate to 
promulgate rules and guidance 
expanding and clarifying the 
scope of the law, which are 
now expected to be issued 
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by fall 2019, and which many 
hope will shed some light on 
how to overcome the practical 
challenges that its implementa-
tion will raise. 

Regardless of the many contra-
dictions and voids in its current 
drafting, businesses that will 
be subject to the CCPA should 
begin to implement data privacy 
policies and procedures that 
enable them to be compliant 
with their newly created obli-
gations in time for January 1, 
2020.

Businesses Subject to  
the CCPA
The CCPA will apply only to 
those for-profit entities that: 

(a)	collect (including buying, 
renting, gathering, obtaining, 

receiving, or accessing by 
any means) “personal infor-
mation” from “consumers” 
(each defined below), or on 
behalf of which such informa-
tion is collected, 

(b)	alone or jointly with others 
determine the purposes and 
means of processing such 
personal information, 

(c)	do business in California, 
and 

(d)	either (1) have $25 million 
or more in annual revenues, 
(2) derive 50% or more of 
their revenues from selling 
(which includes disclosing in 
exchange for any consider-
ation) personal information, 
or (3) annually buy, receive, 
sell, or share personal infor-
mation from 50,000+ Cali-
fornia consumers.3

The law also applies to corpo-
rate affiliates that share common 
branding with a covered busi-
ness,4 but it does not apply in 
certain circumstances, such as if 
every aspect of the commercial 
conduct occurs entirely outside 
of California,5 if the information 
is collected to complete a sin-
gle, one-time transaction,6 or if 
personal information is being 
sold as part of a merger or 
acquisition deal.7  

The CCPA defines “consumers” 
as natural persons who are Cali-
fornia residents for tax purposes, 
and therefore includes both indi-
viduals who are in the state for 
other than temporary purposes 
as well as those individuals who 
are domiciled in California but 
are out-of-state for a temporary 
purpose.8 Notably, despite 
the restrictive meaning that is 
usually associated with the term 
“consumer,” for purposes of the 
CCPA, a “consumer” is also 
an individual contact in a busi-
ness-to-business relationship. 

The expansive definition of what 
is considered to be “personal 
information” for CCPA purposes 
is one of the most controversial 
and unprecedented portions 
of the law: it includes not only 
traditionally-protected person-
ally identifying information of 
consumers, but also information 
“capable of being associated 
with, or [which] could rea-
sonably be linked, directly or 
indirectly, with a particular con-
sumer or household.”9 

(California Assembly Bill 874, 
if signed by Governor Gavin 
Newsom, would clarify that 
information must be “reason-
ably” capable of making the 
foregoing associations or links 

in order to qualify as personal 
information under the CCPA,10 
which some advocates suggest 
will make this otherwise sweep-
ing definition more workable.) 

The CCPA gives some non- 
exhaustive examples of what 
categories of personal informa-
tion are included in this defini-
tion, which includes traditionally 
personally identifiable infor-
mation, such as one’s internet 
protocol (IP) address, unique 
personal identifiers, and online 
identifiers.11 

Also included are broad cat-
egories such as “purchasing 
or consumer histories and 
tendencies,” biometric and 
geolocation data, “internet or 
other electronic network activity 
information,” “audio, electronic, 
visual, thermal, olfactory, or 
similar information,” and even 
more interestingly, “inferences 
drawn from any of the [cate-
gories of personal information 
listed] to create a profile about 
a consumer.”12  

Further, the current iteration of 
the CCPA does not exclude 
employee data from “personal 
information”; however, Califor-
nia A.B. 25, if signed by the 
governor, would narrow the defi-

nition of “consumer” to exclude 
job applicants, employees, 
agents, and contractors until 
January 1, 2021, thereby tem-
porarily relieving employers of 
certain CCPA obligations with 
respect to the data of their own 
personnel.13 

However, even during this one-
year moratorium, these individ-
uals would still have the right to 
be informed of the categories of 
personal information collected 
by their employers and the pur-
poses for which it was used, 
and the right to bring a private 
right of action against their 
employer for a data breach.14  

Similarly, California A.B. 1355, 
if signed by the governor, would 
exempt until January 1, 2021, 
certain business contact infor-
mation that a business collects 
during communications or trans-
actions with another business.15 

The current definition of per-
sonal information does not 
clearly include de-identified or 
aggregate consumer information 
or information that is publicly 
available from government 
records,16 and clear exclusions 
of this information from the defi-
nition of personal information 
would be cemented by Califor-
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nia A.B. 874, if signed by the 
governor.17 

It is important to note that the 
law applies not only to infor-
mation collected online or elec-
tronically but also through other 
methods, such as in person or 
through the use of an algorithm. 
The breadth of this definition 
means that conducting data 
inventories and mapping will be 
a challenge for businesses sub-
ject to the new law, highlighting 
the importance of implementing 
compliance efforts as far in 
advance as possible.

Consumer Rights Under 
the CCPA
The newly created rights for con-
sumers protected by the CCPA 
include:

�� the right to know what per-
sonal information a business 
collects, sells, and discloses 
about consumers generally, 
and about a particular con-
sumer as well; 

�� the right to request access to a 
copy of the specific pieces of 
personal information that the 
business has collected about 
them; 

�� the right to request that the 
business does not sell their 
personal information; 

�� the right to request that the 
business delete (and direct its 
service providers to delete) all 
personal information collected 
about them (subject to certain 
exceptions); and 

�� the right to be free from dis-
crimination in the event they 
choose to exercise any of 
these rights.18 

The covered business must, 
within 45 days from its receipt 
of a consumer’s verified request:

�� disclose the categories and 
specific pieces of the con-
sumer’s personal information 
that the covered business has 
collected during the 12-month 
period preceding the request, 

�� the categories of sources from 
which the personal informa-
tion was collected, 

�� the business or commercial 
purposes for collecting or sell-
ing the personal information, 
and 

�� the categories of third parties 
with whom the business shares 
personal information.19  

With respect to consumers’ 
rights to opt out of the sale of 
their personal information in 
particular, a covered business 
will need to implement on its 
website a clear and conspicu-

ous Do Not Sell My Personal 
Information link to effectuate 
such opt-outs.20 

In addition, if a covered busi-
ness shares California consum-
ers’ personal information with 
its service providers or with 
unaffiliated third parties, it is 
also prudent for the covered 
business to revise its written 
agreements with its service pro-
viders and third-party recipients 
of data to include the CCPA’s 
recommended downstream data 
retention, use, and disclosure 
restrictions.21 

While these downstream restric-
tions are not mandatory under 
the CCPA, including them will 
allow a covered business to limit 
its liability for penalties under 
the CCPA in the event of a vio-
lation by a service provider or 
third party.

Penalties Under the 
CCPA
If a covered business fails to 
comply with the CCPA, the 
California attorney general will 
have the power to bring civil 
actions.22 If a business fails to 
cure an alleged violation within 
30 days of being notified of 
noncompliance, penalties can 
be imposed of up to $2,500 

per unintentional violation, and 
up to $7,500 per intentional 
violation.23 

Additionally, private plaintiffs 
will be able to institute civil 
actions for the unauthorized 
access, theft, or disclosure of 
non-encrypted or nonredacted 
personal information due to the 
business’s failure to implement 
reasonable security practices 
and procedures, with the caveat 
that the definition of personal 
information in this context 
includes only a consumer’s first 
name or initial and last name in 
combination with their 

�� Social Security number, 

�� driver’s license number (or 
California ID card number), 

�� account name, credit card, or 
debit card number, in combi-
nation with a code that would 
give access to a financial 
account, 

�� medical information, or 

�� health insurance information.24 

Potential damages in actions 
brought by consumers include 
statutory damages ranging from 
$100 to $750 per consumer 
per incident or actual damages 
(whichever is greater), injunctive 
or declaratory relief, or any 
other relief the court deems 

proper.25 Statutory damages 
will be available only if the 
consumer provided the business 
with 30 days’ written notice 
prior to filing the data-breach 
lawsuit.26 

If the violation can be cured and 
the business actually cures the 
noticed violation and provides 
the consumer with a written 
statement that the violation has 
been cured and no further vio-
lations will occur, then statutory 
damages will not be avail-
able.27 However, if the business 
violates the written statement, 
the consumer may then sue 
to enforce the statement and 
recover statutory damages for 
each breach of the written state-
ment as well as for “any other 
violation of the [CCPA] that post-
dates the written statement.”28

While these 
downstream 
restrictions are not 
mandatory under the 
CCPA, including them 
will allow a covered 
business to limit its 
liability for penalties 
under the CCPA.
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GDPR Compliance Is Not 
Enough
Unfortunately, given some 
important differences between 
the GDPR and the CCPA, GDPR 
compliance will not guarantee 
that a business will be CCPA 
compliant. But businesses 
having GDPR policies and pro-
cedures in place will have a sig-
nificant head start in their CCPA 
compliance efforts. 

Some of the key differences 
between the two frameworks 
include:

�� their scope and territorial 
reach (although both laws 
extend beyond the physical 
borders of their jurisdictions, 
the GDPR’s reach is broader), 

�� the methods for obtaining 
consumer consent to the 
processing of their personal 
information (the GDPR requires 
affirmative opt-in consent, 

while the CCPA has an abso-
lute right to opt out of the sale 
of personal information, as 
discussed above), 

�� the rights granted to consum-
ers (although some of the 
rights overlap, the GDPR also 
affords consumers the right to 
correct or complete their per-
sonal information, the right to 
restrict its processing, and the 
right to object to its process-
ing in some instances), 

�� the GDPR’s requirement that 
companies establish a legal 
basis for processing personal 
information (which is not dupli-
cated under the CCPA), 

�� the level of disclosures 
required (although  similar, 
the information required and 
delivery methods differ), 

�� the definition of personal 
information (the CCPA’s is 
broader), 

�� data-breach notification 
requirements, 

�� children’s privacy rights, and 

�� potential liabilities. 

Table 1 provides a direct sum-
mary and comparison of some 
of these key distinctions. 

These differences will likely 
mean that the control processes 

designed by businesses for 
GDPR compliance will not be 
fit to ensure CCPA compliance 
without being amended, and 
that commercial agreements 
which have been amended for 
GDPR compliance will need 
further revision.

Additionally, if a business is 
subject to the CCPA, it will 
need to decide whether to 
extend CCPA rights to individu-
als residing outside of Califor-
nia, or, if on the other hand, it 
will handle personal informa-
tion from California consumers 
separately from that of other 
individuals. 

This assessment should take into 
consideration factors such as 
these three:

�� whether the covered business 
is prepared to distinguish 
between the information 
collected from individuals 
residing in California and 
elsewhere, 

�� whether the covered busi-
ness feels comfortable with 
allowing non-California data 
subjects to know that the 
business’s California consum-
ers have “more rights” with 
respect to their data privacy 
than they do, and 

�� whether it would make more 
economic sense to extend 
these rights to individuals from 
across the country, given that 
other states are in the process 
of adopting similar regula-
tions, as discussed further 
below.

NEVADA AND 
MASSACHUSETTS
As mentioned above, California 
is just one of several states that 
have proposed or enacted new 
privacy legislation, and each 
law has a different focus. Neva-
da’s law, Senate Bill 220, goes 
into effect on October 1, 2019, 
and focuses on Nevada con-
sumers’ online privacy.29  

S.B. 220 is an expansion of 
Nevada’s existing online privacy 
law, which requires covered 
operators of websites and online 
services to post a privacy policy 
disclosing their practices sur-
rounding the collection and use 
of Nevada consumers’ covered 
information.30 

After S.B. 220 becomes effec-
tive, Nevada consumers must 
additionally be provided with 
a mechanism to opt out of the 
“sale” of covered information 
that the operator collects about 

them, and consumers must 
also be provided with a set of 
required disclosures to Nevada 
residents (which are different 
from those required under the 
CCPA and the GDPR). 

As additional points of compar-
ison, under the Nevada law 
a “sale” is narrowly defined 
as “the exchange of covered 
information for monetary consid-
eration,” and the definitions of 
“personal information” and “con-
sumer” are different from those 
in the CCPA and the GDPR. 

The Commonwealth of Massa-
chusetts’ privacy legislation, An 
Act Relative to Consumer Data 
Privacy, parallels many aspects 
of the CCPA, but with a broader 
definition of the information 
protected by the proposed law, 
and a lower revenue threshold 
for determining whether a busi-
ness is subject to the act.31 

The act also provides a private 
right of action and $750 in 
statutory damages per violation, 
with no cap on damages or the 
requirement that the data subject 
prove that he or she was actu-
ally harmed by the violation. 

As of the date of this writing, the 
bill is under consideration by the 
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Massachusetts Joint Committee 
on Consumer Protection and Pro-
fessional Licensure. If enacted, 
the law would not take effect 
until January 2023, after related 
rulemaking is conducted by the 
Massachusetts attorney general.

CONCLUSION
The patchwork presented by 
the laws of these states, along 
with new laws in Maine, Ver-
mont, and Colorado, is creating 
a compliance headache for 
national and international busi-
nesses and has many calling 
upon Congress for a preemptive 
federal solution. 

However, until Congress takes 
action (which does not appear 
likely in the immediate future), 
prudent businesses that wish to 
operate nationally and globally 
must prepare to implement pri-
vacy compliance programs with 
at least some state- and coun-
try-specific dimensions, despite 
the laundry list of operational 
complexities they present and 
the constantly evolving land-
scape of state laws. 

Table 1. Distinctions Between CCPA and GDPR Requirements

Data subject rights CCPA GDPR

Opt-out rights A covered business must enable Californians to 
opt out of the sale of their personal information 
to third parties, and must include a Do Not Sell 
My Personal Information link in a clear and 
conspicuous location of the covered business’s 
website homepage. A covered business must 
not request reauthorization to sell a consumer’s 
personal information for at least 12 months after 
the consumer’s opt out. 

Requires affirmative opt-in consent, or the establishment of 
another lawful basis for processing. No specific right to 
opt out of sales of personal data. Data subjects can opt out 
of processing data for marketing purposes and withdraw 
consent for other processing activities. 

Rights of rectification 
(correction)

None. Data subjects have the right to correct and complete 
inaccurate personal data.

Right to restrict processing None, other than the right to opt out from sales of 
personal information.

Right to restrict processing of personal data in 
circumstances.

Right to object to 
processing

None, other than the right to opt out from sales of 
personal information.

Right to object to processing for profiling, direct marketing, 
and statistical, scientific, or historical research purposes. 

Right to object to 
automated decisionmaking

None. Data subjects have the right not to be subject to automated 
decisionmaking based on their personal data (e.g., 
profiling).

Right of erasure/deletion Consumers may request deletion for any reason. Data subjects may request deletion for six specific reasons: 
(1) retaining the personal data is no longer necessary 
for the purposes for which it was collected; (2) the data 
subject withdraws consent in accordance with specific 
GDPR provisions; (3) the data subject objects to the 
processing pursuant to certain GDPR provisions, and there 
are no legitimate grounds to overcome the objection; (4) 
the personal data has been unlawfully processed; (5) 
the personal data must be erased to comply with a legal 
obligation in the EU; and (6) the personal data has been 
collected in relation to the offer of services to a child.

Private rights of action Limited private right of action for certain data 
breaches involving combinations of certain data. 
30-day cure period for violations. Data subjects 
may recover the greater of actual damages or 
statutory damages ($100 to $750 per incident) 
and seek injunctive and declaratory relief. 

Broad private right of action for material or nonmaterial 
damage caused by a data controller or its service provider’s 
breach of any aspect of the GDPR.
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