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Blockchain: Staying Ahead of Tomorrow

By Keith B. Letourneau and Stephen T. Whelan

Blockchain, also
known as distributed
ledger technology,
foreshadows the
future of decentralized
financial transactions.
In these peer-to-peer
transactions, lessors,
lessees, and lenders
would use a key-
access system, each
confident that the
information in their
respective ledgers
accurately represents
their chronological
dealings.

As a developing technology
feeling its way to scale, block-
chain, or disfributed ledger
technology (DLT), foreshadows
the future of decentralized

financial transactions. Concep-

tually, blockchain is a chain of
decentralized-computertermi-
nal participants (“nodes”) that
are linked together through a
key-access system that enables
direct confracting between
buyer and seller without
employing intermediaries,
while nevertheless creating an

immutable transactional record.

Rather than relying on interme-
diaries to broker transactions,
maintain records, control title
transfers, charge markups

for services rendered, and

so on, DLT in theory would
allow peerto-peer transactions
with decentralized ledgers
that enable buyer and seller
fo communicate directly with
confidence that the information
contained in their respective

ledgers accurately represents
their chronological dealings
without the parties having to
incur infermediary costs.! Figure
1 compares the conceptual
links between traditional and
blockchain transactions.

Blockchain also employs
key-access restrictions fo pro-
vide assurance that the parties
are dealing with whom they
intended. Blockchain has signif-
icant implications for equipment
leases, loans, syndications,
and securitization, as identified
in the 2017 report of the ELFA

Industry Future Council 2

HOW BLOCKCHAIN
WORKS

At its core, blockchain tech-
nology (“blocks” of data
connected via a cryptographic
"chain”) seeks to allow multiple
participants in a commercial
fransaction to possess an accu-
rate, immutable record of the
fransaction as it unfolds. Each

party with key access would
be able to view and make

possess the “official record”

of the transaction: each node

ledger entries relating to the in the chain collectively would

transaction from its own “node”  constitute the official record.
computer terminal, which

would be identical to every No longer will it be necessary
other key-access participant's fo transact business through an

node. No one node would electronic vault, a centralized

Figure 1. Conceptual Links Between Traditional and

Blockchain Transactions
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repository or commercial insti-
tution, though such entities will
certainly continue to play roles
in the chain as well as in the
lending of capital and possible
moniforing of regulafory compli-
ance.

Years later, when

the contract expires
and the lien of the
indenture is released,

the trustee would

also be deleted as an
authorized participant
in the chain.

let us consider how a theoret-
ical lease-finance transaction
might work using blockchain.
Suppose that a lessor enters
into a lease (electronic or phys-
ical) with a lessee. The lessor
can create a chain between
those two parties. If the lessor
back-leverages the contract,
then it can add the lender to the
chain, notfing its security interest
in the confract and the related
equipment (as well as filing a
financing statement to perfect
the lender’s security inferest).
Months later, the lessor may
want fo securitize that contract
with hundreds more of such
lessor’s leases and loans.

The first step would be to trans-
fer those contracts to a newly
formed, wholly owned, special
purpose entity (SPE), which
would be added to the chain.
When the SPE issues asset-
backed securities (ABS), the
SPE will pledge the contracts
and equipment to an inden-
ture trustee which, too, would
be added to the chain. The
proceeds of the ABS would be
applied to repay the original
lender for that contract and the
lender (as a condition fo its
being repaid) would consent to
being deleted as an authorized
parficipant in the chain.

Years later, when the contract
expires [or perhaps earlier, if
there is a casualty or voluntary
termination) and the lien of the
indenture is released, the trustee
would also be deleted as an
authorized participant in the
chain.

This is merely an electronic
counterpart of what transpires
nowadays via possession of
paper confracts. It also repli-
cates what an electronic vault
accomplishes, except that the
chain is decentralized rather
than centralized within one
vault.

Although it is unclear whether
the blockchain mechanism
described above would satisfy
all elements of UCC section
9-105 for perfecting a security
interest via control of electronic
chattel paper, or establishing
that such contract is the single
authoritative copy, a properly
implemented blockchain would
identify the secured party and
the designated custodian (or
trustee), and the lease or loan
confract itself would confinue
fo provide that revisions thereto
could validly be made only
with the consent of the lender or
frustee.

As blockchain technology
evolves, it should be feasible for
the technology to comply with
all other elements of Section

9-105. In the meantime, perfec-

fion by filing a financing state-
ment will continue to provide
comfort fo secured parties.

As we will see from some
examples in the marine finance
arena, blockchain can func-
fion very efficiently where the
marketplace is characterized
by a discrete number of trans-
actions comprising the blocks in
the chain, and with transaction
parficipants (lessors, lenders,
investors, trustees, and invest-

ment banks) that have previous
business relationships with each
other and trust each other to join
the transaction chain.

IMPLEMENTATION
HURDLES

Federal Reserve staff members
published a report in 2016
delving info blockchain’s pros-
pects for application, identifying
numerous hurdles and issues that
remain before blockchain can
realize its full potential.® One
issue is regulatory compliance,
such as with anti-money-launder-
ing requirements.* Decentralized
fransactions may reduce interme-
diary costs, but if not bound by
standardized architecture (that
is, an accepted technological
framework for processing legit-
imate blockchain transactions
reached by broad consensus
between market participants),
they also could enable the dark
side of illicit commerce to
proliferate.

Among other hurdles are
demonstration of blockchain'’s
scalability; interoperability with
existing legacy systems (block-
chain will have to work with
existing payment, clearance,
and settlement (PCS) computer
systems unfil ifs functionality

is well established); storage
capacity; cybersecurity; and
industrial standardization of the
various iterations of the technol-
ogy.® Buy-in from the numerous
market players will not be easily
achieved without verifiable
proofs-of-concept demonstrating
a reliable architecture.®

Although current market inter-
mediaries are not expected to
voluntarily relinquish their central
role in financial transactions,
perceptive frustees and collateral
agents will realize (as demon-
strated in the example above)
that blockchain can enhance,
rather than supplant, their func-
tionality in equipment finance
fransactions.

The stafe of foday’s computing
technology would also seem

fo pose an impediment fo
blockchain’s implementation.
Decentralizing ledgers among
numerous nodes will require
more, not less, computing
power than having a single
centralized authority tabulate
and record transactions.” By
way of example, the blockchain
architecture of the crypto-cur-
rency Bitcoin has been plagued
by transaction-processing
delays.®
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Given that U.S. PCS systems
handle some 600 million trans-
actions per day worth $12.6
frillion,” and given the potential
for delay in managing these
fransactions via a technology
that requires more rather than
less computing power, it seems
likely that blockchain will take
hold only where transactions
do not require seconds or
minutes to process. Therein lies
the opportunity for equipment
finance.

While DLT seeks to remove
intermediaries from the process,
thereby reducing fransaction
cosfs, unless the federal govern-
ment or an industry frade asso-
ciation (such as ELFA) plays

a regulatory-monitoring-node
role, there is the opportunity for
considerable mischief — for
example, fransactions prohibited
by persons identified on the
U.S. Treasury’s Office of Foreign
Assets Control's (OFAC's)
Specially Designated Nationals
and Blocked Persons (SDN) list.

Standardized DLT architectures
will need to account for regula-
tory nodes that monitor compli-
ance, for example, with OFAC
regulations. The new field of
regulatory technology (regtech)
will move these issues into the

mainstream. Fortunately, equip-
ment finance appears to be less
susceptible to regtech intrusion,
except perhaps for containers

used in international commerce.

A variety of companies,
including IBM, Bosch, Cisco,
Microsoft, Samsung, Toyota,
and Visa, are developing
applications to implement block-
chain technology and expand
its global reach.’® Nasdag
employs blockchain technology
in its Ling system.!! To date,
more than 2500 blockchain

patent applications have been

filed.?

Other companies, including
Thomson Reuters, are forming
consortiums to create a broad-
based blockchain structure that
serves a variety of industries.'®
For instance, the Linux Founda-
tion Hyperledger Project consor-
fium is drawing hundreds of
companies and organizations to
create standardized blockchain
software. !4

Blockchain and Smart-
Contract Technology
Blockchain's potential growth is
linked to the developing field
of smart-contract technology.

To gain a commercial foothold,
users of blockchain technology

must develop fransactional frust:
that is, trust that each user can
rely on other users to honor their
respective confractual or regu-
latory obligations without the
intercession of third-party inter-
mediaries.

The introduction of smart-contract
technology into the blockchain
architecture should engender
that frust by creating standard-
ized practices for carrying out
contractual obligations. We next
explore the potential and current
limitations of smart-contract tech-
nology in the DLT context.

SMART CONTRACTS

Smart contracts are computer
codes that enable relatively
straightforward transactions

fo occur automatically.™ In its
simplest form, computer coding
provides the instruction “If this
happens, then that occurs.”

In equipment finance, a smart
contract could be coded so that
it a monthly scheduled payment
is not made, a default notice
could be generated
automatically.

How Does a Smart
Contract Work?

In another context, a typical
ocean bill of lading transaction,
the parties to the fransaction

need assurance that each of
them will meet its respective
payment and performance
obligations. Letters of credit
processed through their respec-
five banks are often used to
address this issue.

let us assume the seller and
shipper is Chinese Company A,
the buyer is American Company
B, and the carrier is Singapore
Ship C. Typically, companies A
and B would reach agreement
on terms and conditions through
the use of brokers. One of these
parties would make arrange-
ments for ocean fransport, often-
fimes the shipper.

The buyer would make a lefter
of credit application with ifs
bank, and the bank would
issue the LOC upon the posting
of collateral or after the buyer
satisfies a credit check. The
buyer’s bank forwards a copy
of the letter of credit (LOC) to
the seller's bank, which advises
the seller upon receipt. The
seller would deliver the goods
fo the Singapore ship and in
refurn receive an original bill
of lading. The seller would
then present the original bill of
lading to the seller’s bank and
receive payment for delivering
the goods.

The seller's bank transmits the
original bill of lading fo the
buyer's bank, which makes
payment to the seller's bank.

The buyer makes payment fo the
buyer’s bank (either by making
payment outright or through @
loan arrangement), and in refurn
the buyer's bank delivers the bill
of lading to the buyer. The buyer
then presents that document to
the Singapore ship once the
vessel reaches the destination
port. On receipt of the original
bill of lading, the carrier delivers
the goods to the buyer. Clearly,
this process involves many sfeps!

the Linux Foundation
Hyperledger Project
consortium is
drawing hundreds

of companies and
organizations to
create standardized
blockchain software.

Using blockchain and existing
smartcontract technology, each
of these quid pro quo steps

can be tracked with ledger
entries made as each occurs.
Some steps presumably can be
removed from the equation. The
use of brokers seemingly would
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no longer be necessary if the
parties contract directly with
each other, node to node.

A simple example
can explore the
possibilities:

the payment of

demurrage to an
ocean carrier due to
berth congestion or
weather delay.

At least one of the banks
involved in the fransaction could
also be eliminated if payment

is triggered automatically
through the blockchain process.
(The buyer's bank may still be
necessary, if the buyer needs to
finance the transaction.)'®

The use of conventional bills of
lading presumably could also
be simplified or eliminated and
replaced with ledger entries
noting when monies have been
posted for payment, when load-
ing occurs, when the goods
arrive at their destination, and
when monies are paid — either
upon loading or upon delivery
at destination, depending on the
sales contract terms and condi-
tions. The end result ideally

would be a simplified transac-
fion that reduces intermediary
costs while providing assurances
of performance and security.

Regulatory reporting require-
ments could also be fed into

the blockchain structure so that
monitoring nodes could ascer-
fain compliance with tax, frade,
cybersecurity, and other applica-
ble laws and regulations.

WHAT ARE

THE CURRENT
LIMITATIONS OF
SMART CONTRACTS?

Yet, when we refer to the

ferm smart confracts today,

that concept is rudimentary in
application. If the ideal smart
confract is a selfexecuting

and self-enforcing arrange-

ment between the parties that
accounts for and manages every
possible permutation that could
occur and resolves all issues per
the contract's terms, today we
are only faking the first steps on
a very long journey.

A simple example can explore
the possibilities: the payment of
demurrage fo an ocean carrier
due to berth congestion or
weather delay. Demurrage is
customarily paid to compensate

the ship owner for delays in

the employment of ifs vessel,
which but for the delay could be
earning revenue from another
voyage.

let us assume that we have a
charter agreement between

the vessel's voyage charterer,
which leases the vessel for a
certain voyage, and the vessel’s
owners, which operate the
vessel and carry cargo between
loading and destination ports
directed by the charterer.

The charter includes a clause
that provides for the payment of
demurrage fo the owner if the
vessel is delayed at the load
port due to berth congestion,
but reduces that payment by
half if the delay is caused by
weather.

The vessel arrives at the berth
and tenders a notice of readi-
ness that triggers the application
of laytime and demurrage.
(Laytime is the time under the
charter that is allowed for the
charterer to complete cargo
operations before demurrage

applies.)

Ahead of the vessel in the queue
are two other vessels. The port
authority has closed the port due

to heavy weather and the berth
remains empty but unavailable.
ls demurrage payable under
the contract, and if so, is it
subject to halfrate as a result
of weather® How does a smart
contract deal with this relatively
common scenario?

For a smart contract to answer
this question, the demurrage
clause must have been coded
onto the blockchain system and
its potential permutations fully
explored.

But for the weather, the two
vessels ahead in the queue
would not have been delayed,
yet the affected vessel would
not reach the berth in any event
until the two vessels ahead of

it completed their respective
cargo operations and departed.
Yet, how does a smart contract
decide the cause of the delay,
what law is employed to decide
that issue, and how does a
smart confract apply and inter-
pret such law?

THE NEED FOR
INTERPRETIVE
CODING

Realistically, today’s quid pro
quo smart confracts are not able
fo answer every question of

interpretation under an equip-
ment lease or loan agreement.
To do so, presumably we would
need an IBM Watson-esque
system loaded with the govern-
ing contract clauses, the laws
that apply, their case-law inter-
prefation, and the arfificial infel-
ligence sophisticated enough to
evaluate causation from a legal
perspective.

The resolution of these issues
requires interpretation by
human infelligence, and not
simply o computerized assess-
ment. Yet, that is not fo say
that smart confracts will never
apply fo equipment finance. In
a forward+hinking move, the
Equipment Leasing and Finance
Foundation issued a request for
proposal this year that seeks

fo study the role of artificial
intelligence, smart contracts,
blockchain technology, and
augmented reality on the equip-
ment leasing and financing
industry.'” In 2017, the Euro-
pean Union proposed a pilot
project o create a blockchain
proof-of-concept focused on
regtech.'®

In order for smart contracts

in the blockchain context to
progress beyond quid pro
quo fransactions (e.g., simple
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paymentfor-delivery transac-
tions) computer coding and
legal expertise must combine to
create a new field of endeavor:
legal coding.

After blockchain has
been established,
there remains the

question of whether
smart contracts
will take hold in

equipment finance,
or whether they will
be useful mostly

for straightforward
commercial payment
and delivery terms.

By this we mean a coding
discipline addressing the myriad
permutations and interprefations
that can arise from contract
clauses.

Presumably, such expertise will
require further development of
arfificial intelligence as well as
a thorough understanding of

the algorithms, or step-by-step
calculations, that underlie such
technology.'” With the expected
exponential growth of artificial
intelligence capabilities through

deep learning® in the decades
fo come, the development of this
expertise seems almost inevita-

ble.2!

legal coding will require the
expertise to understand how
contract clauses in any particu-
lar field operate and the ability
fo translate that understanding
info computer code to imple-
ment that operation. It will also
require collaboration across
state and national borders to
understand how different legal
regimes may apply to the events
at issue. Absent such inferpretive
coding in the near future, we
can expect that smart contracts
will address only basic, though
cerfainly imporfant, issues such
as asset fransfers, pledges, and
payments.

CONCLUSION

Blockchain holds great promise
for streamlining transactions in
both equipment finance and
maritime commerce within the
next decade. If made imper-
vious to hacking, blockchain
technology may bolster financial
stability by protecting against
cyberattacks on banking,
commercial, and financial insti-
tutions.??

Standardization of blockchain
technology could foster the
development of far smartfer
smart contracts; ease intellectual
property fransfers; expedite
government contracting and
supply-chain services; and
reduce intermediary, compli-
ance, and auditing costs.

After blockchain has been estab-
lished, there remains the ques-
tion of whether smart contracts
will take hold in equipment
finance, or whether they will

be useful mostly for straightfor-
ward commercial payment and
delivery terms. A next-genero-
fion smart confract conceivably
could address the myriad
clauses within a typical contract
of sale, security and loan agree-
ment, or equipment lease.

With the advent of blockchain
coupled with ever-accelerating
improvements in arfificial infelli-
gence and quantum computing
technology, it may soon arise
that a blockchain-supported
smart confract can resolve
disputes over nonconforming
equipment or payment defaults,
lien issues, and the like. It will
require refinement for blockchain
to take hold commercially as

it overcomes the many hurdles
that exist to its implementation,

and for the time being smart
contracts likely will be limited to
quid pro quo fransactions.

In the words of the 2017
Industry Future Council Report,
blockchain is all about “Staying
Ahead of Tomorrow."Assuming
it takes hold, in the nottoo-dis-
tant future, coupled with ever
smarter smart confracts and
quantum computing or distrib-
uted supercomputers created by
blockchain, or both, blockchain
technology could alter the way
the world does business the way
the electric lightbulb displaced
the candle.
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aftacks raise questions about blockchain
security, Financial Times, Sept. 12,
2016; see also Barney Jopson, Regula-
tors warn of cyber threat to financial secu-
rify, Financial Times, May 19, 2015.
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