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By Scott A. Wheeler

The Millennial
generation—consisting
of individuals born
between the early
1980s and the mid-
to-late 1990s—is
changing the work
environment, the
processes, and the level
of services offered by
the financial sector.
They are investing

in themselves, their
employers, and the
industry fo better serve
the next generation

of stakeholders:
vendors, end-users, and
investors.

The Millennial generation is
quickly influencing and re-shap-
ing the U.S. economy, culture,
workplace, geopolitical arena,
and the commercial equipment
leasing and finance industry.
This arficle examines the attri-
butes that Millennials (born
between the early 1980s and
mid-o-late 1990s) are looking
for from an employer, how
they want to contribute, what
the industry has to offer to the
brightest and most productive
young professionals, and how
the industry must work harder to
aftract talented professionals.

Wheeler Business Consulting
conducted a research proj-
ect to determine key factors
motivating thriving Millennials
in the equipment leasing and
finance industry; and how
organizations are embracing
the next generation of industry
participants. The information
provided is based on industry

nriving Millennials:
ne Next Generation of Industry Professionals

specific surveys completed in

2016 and 2017, interviews

with young professionals partic-

ipating in the equipment leas-
ing and finance industry and
their managers, and ongoing
communication with leaders
throughout the industry.

The 2017 survey included
111 participants representing
multiple sectors, positions, and
employers within the industry.
As shown in Figure 1, 51.5%
have three years or less of
industry experience, 19.5%

have three to five years’ experi-

ence, and 29% have over five
years' experience.

The Millennial generation
follows Generation X, born
between 1965 and 1979:
and Baby Boomers, born
between 1946 and 1964,
The research participants and
the focus of the article ranged
in age from the low 20s to

mid-30s and are offen referred
fo in this article as "young
professionals.” The Millennial
label is not easily embraced by
many professionals in that age

group.

The most aggressive and ambi-
tious Millennials share strong,

aspirational affributes with

past generations and they are
reluctant to identify with some
of the negative, generalist
characteristics that so often are
attached to the Millennial label.
The most successfully focused
Millennials want opportunities
and upward mobility.

Figure 1. Experience in Commercial Equipment

Leasing and Finance Industry
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Source: Wheeler Business Consulting, 2017.
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Seasoned veterans,
managers, and
business owners

often state that the
missing link for
younger professionals
is the lack of a

comprehensive,
global understanding
of the industry,
inasmuch as many
understand their

own company’s
capabilities.

The most successful young
professionals are finding their
way fo the top by embracing
employers that match their
needs; they are atfracting strong
clients, providing superior
services; and they are doing
whatever is necessary to outper-
form their peers. The brightest
and most ambitious Millennials
are already assuming leadership
roles in the industry. They are
lead sales originators, strong
credit managers, team leaders,
industry volunteers, and top
management participants.

Younger professionals who
have entered the industry over

the last five to 10 years see

the potential for success, with
84.5% of surveyed respondents
claiming the industry is currently
robust and full of opportunities
for young professional falent.
Not only do 89.4% see multiple
paths to success within their
current organizations and/or
within the industry, but the same
percentage sees a bright future
for the entire equipment leasing
and finance industry. As with
past generations, the young
emerging professionals know
the industry is competitive (94%)
and realize that success will
take perseverance, dedication,
and hard work.

OTHER
CHARACTERISTICS

Millennials require a defined
career path. The process must
be a collaboration between the
employer and employee, with
mutually beneficial outcomes. All
employees require benchmarks
and godls; younger employees
may need better defined bench-
marks to provide clarity and to
more closely measure their own
accomplishments.

They also want the tools neces-
sary fo exceed expectations.
Their exceeding reasonable

goals and desired benchmarks
should result in meaningful
rewards and compensation fo

encourage their career advance-

ment.

One of the most vocal frus-
frations expressed by young
professionals in the research
was that employers too offen
overpromise and underdeliver
with regard to benchmarks and
expectations. Career paths are
often based on timing matrices,
rather than results. (For example,
within six months, an individual
should be able to accomplish X;
within three years, a successful
candidate should be making Y
amount of money.| Successful
younger professionals want to
know what will happen when
they meet their goals within,
say, half the time expected.
Similarly, they want assurance
that if they appear well on the
path fo success, but that the
process is faking slightly longer
than expected, that the opportu-
nity for advancement will still be
there.

All employees want to be
freated fairly and to be recog-
nized for their accomplish-
ments. Employee loyalty is best
achieved when expectations
are clearly defined, when the

work environment is conducive
to career advancement, and
when the employer provides the
necessary fools to allow them to
succeed.

Conversely, employers are

loyal to their employees when
the employees embrace the
culture of the company; use the
tools made available by the
employer, work to advance the
organization as well as their
personal goals; and contribute
to the well-being of the entire
organization. The path fo suc-
cess is mutual and should be com-
municated upfront, without any
ambiguity, in the interviewing
process and during employment.

Young professionals aspire fo be
well frained, knowledgeable,
and strong participants in the
industry. One of the challenges
for the industry is the means to
expedite education and train-
ing. Millennials in the industry
want immediate gratification
and success. Although the
equipment leasing and finance
industry is not difficult to learn, it
often takes hands-on experience
and time fo fully understand the
many nuances involved in orig-
inafing, underwriting, funding,
and collecting strong, well-per-
forming assets.

The two-year management
fraining programs of the 1970s
and 1980s are ancient hisfory.
Many independent companies,
banks, and institutional players
can no longer justify long-ferm
investment when they need
immediate results. Aggressive,
younger professionals are look-
ing fo contribute more quickly,
and they are unwilling to
assume subpar incomes during
a longferm training program.
Therefore, the industry has been
forced to accept on-the-job
fraining, which too offen results
in frustration and impatience on
the part of both the employers
and employees.

Seasoned veterans, managers,
and business owners often state
that the missing link for younger
professionals is the lack of a
comprehensive, global under-
standing of the industry, inas-
much as many understand their
own company’s capabilities.
In the recent survey of young
professionals in the indusiry,
only:
= 48.5% had an above aver-
age or higher understanding
of the application-only credit
process
= 36.5% had an above aver-
age or higher understanding
of full disclosure transactions

2
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= 46.9% had an above aver-
age or higher understanding
of pricing and sfructures in the
industry

® 13.3% had an above aver-
age or higher understanding
of residual evaluations

= 19.4% had an above aver
age or higher understanding
of portfolio management

= 20.6% had an above aver
age or higher understanding
of the legal aspects of the
industry

Of the surveyed participants,
94.1% desire additional, ongo-
ing learning opportunities, and
they recognized their lack of
industry knowledge is limiting

their ability o succeed (Fig.2).

Interviews suggested that emerg-

ing falent routinely express
frustration with regard to their
knowledge limitations. (Many
internal and external resources
are available through associo-
fions, industry events, founda-
fions, and service providers.)

EXPEDITING THE
LEARNING CURVE

However, ongoing educational

opportunities are not being suffi-

ciently embraced by employers
and employees to expedite the

learning curve of the Millennial
generation. An impatient, yet
driven, emerging workforce can
provide advancements, innova-
tion, and a clear path toward
corporate growth. Comprehen-
sive understanding of the indus-
fry — which Millennials must
have the patience to gain —
encourages better decisionmak-
ing processes, more efficiencies,
stronger performing assets, and
better client relationships.

Top-performing organizations
among banks, independents,
capfives, investors, and service
providers are investing time and
money info comprehensive frain-

Figure 2. Attributes That Millennials Desire in an
Employer

Ongoing learning opportunities

Life balance

Daily challenges

Concise direction and goals

Recognition

Interaction with industry leaders

ing programs and encouraging
career advancement. Career

advancement fraining programs
are being well received by both
new and seasoned employees.

Survey interviews reflected that

young professionals in the indus-

fry do not want micromanage-
ment, but rather to be trained
and then left alone to get the
job done. There is a paradox
between old-line supervisors
wanting daily activity reports
to monitor efforts and deter-
mine individual challenges and
younger professionals wanting
the freedom to make mistakes,
to learn through trial and error,
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Source: Wheeler Business Consulting, 2017.

and fo individually defermine
their best work habits.

One manager reluctantly
explained how when he
enforced a strict 9405 work-
day, his younger professionals
were less productive than when
he provided them the freedom
fo create their own schedules.
With more flexible schedules,
employees were coming in early
to make calls on the East Coast
and staying later to make calls
on the West Coast. He found
some top producers working
additional hours to accomplish
necessary paperwork. The
flexible work habits created
some internal conflicts; however,
the staff adjusted and sales

and operational production
increased.

Freedoms such as flexible sched-
ules come with responsibility
and accountability and often
need fo be earned over time.
There is a fine line between
productive freedoms and an
environment that encourages
abuse. Strong senior leadership
encourages best practices and
is not afraid to empower the top
talent to make the right choices.
Young, aggressive professionals
want mentorship and encour-
agement and will always follow

a strong leader who demands
high results.

Of the surveyed
participants, 94.1%
desire additional,
ongoing learning
opportunities, and

they recognized
their lack of industry
knowledge is limiting
their ability to

succeed.

Inasmuch as each new genero-
tion has similarities, there also
are differences. Millennials
want diversity of ethnic groups,
age groups, task groups in their
work environment, and similar
variety in their social circles.
They seek and require more
balanced lifestyles than their
predecessors. Most families
have two income-producers
who are equally committed

fo their careers and families.
Both partners are engaged in
every aspect of child rearing,
family responsibilities, and their
personal career advancement.
Time is a valuable commodity at
work and at home, mandating
efficiency 24/7. Therefore,

Millennials want to be assured
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that their time at work is being
used wisely and is fully aligned
with their global perspective, life
goals, and financial security.

Young professionals
in the industry want
to be part of the
decisionmaking
process. They want to

fully understand the
mission and vision
of the company they
are helping to move
forward.

As shown in Figure 2, the
parficipants in the survey over-
whelmingly (89.4%) indicated
life bolance as an important or
higher aftribute in considering
career choices (59% ranked

life balance as significantly
important]. Several interviewees
indicated life balance as the
number one influencer of work-
place acceptability, and they
voiced their observation that
top employers are embracing
more holistic work environments,
which encourage family-work
integration. (Employers are
providing onsite services to help
younger professionals — day
care services, finess centers,
and so on.)

THE ROLE OF
TECHNOLOGY

A company’s willingness to
embrace fechnology is a main
driver in recruiting new and
younger falent. Because the
Millennial generation is the most
educated and technologically
advanced generation of all
time, its members want employ-
ment and career opportunities
that embrace technology. While
they are encouraged by recent
advancements that their compa-
nies have made, they crave
additional automation for real
time data and better communi-
cations.

Many individual comments
made throughout the survey
revolved around the use of
technology: how younger
employees are more proficient
in using, designing, and promot-
ing technology as an effective
tool, and how more progressive
organizations are leaning on
the next generation not only to
use technology, but to implement
technology that drives bottom-
line results.

Of the surveyed parficipants,

= 61% stated that the industry is
behind or significantly behind
the times with regard fo auto-
mation and technology.

= 97 6% believe that technolog-
ical advancements will distin-
guish the winners and losers
in the industry over the next
few years.

At the same time, veteran
management feams often see
younger professionals using
automation as a substitute for
client inferaction and are critical
of the lack of personal contact
between service providers

and their clients. Automation is
not necessarily a substitute for
personal customer service. Top
performers use technology as

a tool and a means fo effec-
tively communicate with their
clients, to interact on multiple
levels to enhance their in-person
contacts, to be more efficient,
and fo deliver better services to
their business partners and their
clients.

On another front, Millennials are
becoming the corporate deci-
sion-makers involved in equip-
ment acquisitions. In the near
future, vendors, end-users, and
other stakeholders will require
(and in many cases are already
demanding) advanced tech-
nologies to expedite and fund
fransactions.

Financialtechnology (fin-tech)
will have a significant influ-

ence on how businesses and
consumers will inferact with
financial partners in the future.
Fintech is the next generation
of financial services, and even
the most conservative financial
institutions are embracing its
capabilities and viabilities in the
market. The Millennial genero-
fion is positioned fo drive new
technological advancements

in the financial sectors, which
will greatly alter the current
processes and product delivery
systems used by the equipment
leasing and finance industry.

Young professionals in the indus-
fry want to be part of the deci-
sionmaking process. They want
to fully understand the mission
and vision of the company they
are helping to move forward.
More progressive companies
are including them in decision-
making meetings, allowing their
younger staff members to watch,
learn, understand, and contrib-
ute fo the conversation.

IMPROVING
CUSTOMER
RELATIONSHIPS

Contributions being made by
Millennials are positively chang-
ing the landscape of customer
relationships and services
offered by old-line companies.

This generation is wired info the
new economy, new technology,
and new resources that are
readily available to progressive
organizations.

Part of the learning process is fo
be involved, and many manag-
ers are finding posifive results by
asking more, not less, from their
younger staff. Professionals of
all ages want to know why poli-
cies are creafed and how they
impact the bottom line. Empow-
ering younger professionals fo
parficipate in the policy deci-
sionmaking process, develop
and expand their career paths,
grow, and learn through experi-
ences is critical to the longterm
development of industry leaders.

The equipment leasing and
finance industry offers unlimited
opportunities for Millennials.
This mature industry has a
history of innovation and adapt-
ability. The equipment leasing
and finance industry has a wide
range of employers, positions
and career paths for younger
professionals (shown in Fig. 3
and Fig. 4). Participants in the
industry typically perceive that
most new entries are cultivated
through the sales and marketing
track, which remains strong and
viable.

4
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However, the industry offers
many opportunities in oper-
ations, credit functions,
technology, capital markets,
accounting, legal, and more.
The industry is rich in diverse
opportunities in small, privately
held companies; banks;
captives; international organi-
zations; investment firms; and
entrepreneurial ventures — no
matter what the aspirations of
the Millennial or his or her skill
sefs. Clearly, young profession-
als can choose a multitude of

Figure 3. Employers of Millennials

in the Equipment Leasing and Finance
Industry

5%
Service Provider &

Other

12%
Syndication/
Broker

46%

Independent

equipment types, industries, and
individual clients based on their
skill sefs.

The equipment leasing and
finance industry has a history

of providing above-average
income potential for committed
parficipants. Although 51.5%

of the surveyed participants
have less than three years'
experience, 30% of the partic-
ipants have incomes between
$50,000 and $125,000; 25%

of the participants have incomes

Industry

2.25%

1.32%
Service Providers

Credit
Ma;eqéerx Operations |}

between $125,000 and
$200,000; and 7.3% have
incomes above $200,000.

Prior to entering the equipment
leasing and finance industry,
most participants had little if any
knowledge or understanding

of the business. However, they
embraced the opportunity and
leveraged their personal skills to
build a rewarding career. Many
of the seasoned top leaders
have had multiple positions in
the industry, have experiences

Figure 4. Positions Held by Millennials
in the Equipment Leasing and Finance
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Source: Wheeler Business Consulting, 2017.
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in every aspect of the business,
and have engaged on multiple
levels with their industry peers,
business partners, investors,
and other stakeholders. Top
leaders in equipment leasing
and finance continue fo seek
new opportunities and they
are excited to share their
experiences with younger
professionals.

RECRUITING THE BEST
TALENT

One of the universal chal-
lenges conveyed by employ-
ees, through the interviewing
process, is that better efforts
need to be given fo recruiting
the best talent available. The
industry has so much to offer,
but foo few outside of the
industry know about the $1
trillion commercial equipment
leasing and finance industry
that supplies needed capital

to small, medium, and large
companies throughout the United
States. The many resources
include the Equipment Leasing
and Finance Foundation’s guest
lecturing program and internship
resource database to educate
university and college students.

However, the grass roots will
ultimately drive the major

The grass roots will
ultimately drive the
major recruiting
efforts. Of the survey

participants, 90.4%
claim that they would
highly recommend the
industry to a friend.

recruiting efforts. Of the survey
participants, 90.4% claim that
they would highly recommend
the industry to a friend. Compa-
nies are actively recruiting and
promoting the significance of
the equipment leasing and
finance industry. Select compo-
nies are hiring paid interns and
helping them to learn about the
industry, with the expectation
of refaining the interns as full-
time employees. Our research
produced the following key
tokeaways for the industry's
employees and employers.
Millenials:

= are a tech-driven generation,
already accustomed to func-
fioning in a fastpaced world.

® are impatient and are looking
for success in the short term.
However, they are impressed
with the long-term potential
offered by the equipment leas-
ing and finance industry. The

5
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challenge for Millennials and
employers in the industry is to
integrate shortterm results with
sufficient longterm prepara-
tion and development of future
leaders.

= will be attracted and retained
by those organizations that
offer a defined career path,
comprehensive fraining, and
career enhancement opportu-
nities.

Proactive employers are embrac-

ing Millennials and are incorpo-
rating these key takeaways as
motivators and career enhancers
to recruit and retain the best
falent. It is the responsibility of
the industry and all its partici-

pants — from top management
on down — fo showcase the
affractiveness of the industry, fo
communicate strongly and often
the opportunities that are avail-
able, and to encourage falented
professionals to participate

in the equipment leasing and
finance industry.

Young professionals are offer-
ing a new perspective fo a
mature industry. Millennials are
demanding change, innovation,
and efficiencies. Organiza-
fions and industry veferans are
sharing past knowledge and
wisdom with young profession-
als; they are helping the Millen-
nial generation fo prepare for

all economic conditions; and
they are encouraging the next
generation to reach new levels
of productivity and success.

The brightest and most produc-
five in the equipment leasing
and finance industry are sharing
their successes with other Millen-
nials through networking groups,
association participation, and
internal mentoring programs.
They have an appreciation for
the personal growth potential
available in the industry; and
they are excited about the future
possibilities for themselves and
their peers.

Scott A. Wheeler

scott@wheelerbusinessconsulting.com
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By Hugh Swandel

Canada’s banking
system is one of

the strongest in the
world. But domestic
and international
regulations that
helped preserve the
strength of Canadian
banks during the
financial crisis of
2008 and 2009
have since worked to
create an alarming
dominance by a
handful of banks.
Will this work against
Canada’s equipment
leasing and finance
industry?

s Competition
-quipment Fina

Competition for market share

is the key fo innovation and
improved choice for customers,
but the playing field must be

at least reasonably level to
sustain competition. The current
system of determining capital
adequacy for Canadian banks
gives the largest advantage to
a small group of six domestic
banks. The advantage is so
great that these banks have the
ability to outprice or profitably
acquire any domestic competi-
for that is of inferest or a threat
fo these dominant players.

Canadian regulators have
been trying for many years to
improve competition without
adding risk to the banking
system in Canada. The efforfs
of regulators, while preserving
the strength of the main Cana-
dian banks, have significantly
reduced competition and
created a concentration of
market share that is unhealthy.

The dominant banks are now
among the largest and strong-
est in the world, but this
success has come atf a price.
The Canadian domestic econ-
omy is heavily reliant on the six
largest banks. The Big Six are
Royal Bank of Canada, Toron-
to-Dominion Bank, Bank of
Nova Scotia, Canadian Impe-
rial Bank of Commerce, Bank
of Montreal, and National
Bank of Canada, and their
success has become a threat to
innovation and competition in
the Canadian banking sector.

This problem is not new in
Canada: in 1999 the Depart-
ment of Finance introduced
measures intended to reform
Canada'’s financial services
sector.” As a result of reforms,
the number of domestic banks
in Canada increased from
eight to 30 between 1999
and 2016. However, during
the same period the market

share of the largest six banks
has grown.

According to the Department of
Finance Canada (1999,

The six largest banks continue
to hold most of the market
share in the banking sub-sector.
Together, they hold $4.6 trillion
in assets. The large banks’
share of all assefs in the bank-
ing sub-sector has increased
since the financial crisis, and
they now represent 93% of all
banking assets, compared with

about 90% in 2007 .2

Part of the gain in market share
came from the changes forced
on U.S. and other global finan-
cial institutions that found them-
selves with much less capital

to lend. U.S. lessors including
GE Capital, Key Equipment
Finance, and CIT rapidly, and
in some cases complefely,
reduced their funding activ-

ity in Canada. The merger

and acquisition activity that

Dying in the Canadian
nce Markete

followed the 2008 financial
crisis led to Canadian banks
acquiring Canadian entities
and assets from GE Capital,
CIT, and others. Between

the years 2000 and 2013,
the percentage of Canada's
financial industry assefs under
foreign control dropped from a

high of 17% to 12%.°

CAUSE FOR
CONCERN?

Is there reason to be
concerned? The incredible
market share of the Big Six is
alarming; however, consumers
and businesses appear to have
sufficient access to capital, and
the financial sector was tested
in 2008 and passed with flying
colors. There would appear to
be enough domestic competi-
fion in the market to give good
access to diverse products, low
rates, and sufficient capital.
However, a deeper look at the
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competitive advantages of the
Big Six gives insights info some
of the domestic consequences of
the different capital requirements
of banks operating in Canada
and how this limits the ability of
small and medium-sized banks
fo gain meaningful market
share.

The Canadian
commercial
equipment finance
market has shown
fundamental changes
in market share

since 2008. There
have been well

over 30 merger
and acquisition
tfransactions.

On the surface, the Canadian
banking sector is the envy of
the world. Canadian banks
were relatively unscathed by
the 2008 global credit crisis
and the regulatory regime in
Canada was praised for keep-
ing the banks strong and sfable.
The Canadian banks had been
operating under domestic regu-
lation that required higher levels
of capital than their foreign
competitors and higher than

levels recommended by the
Basel committee on banking
supervision. At a time when
most banks operating globally

were in need of additional capi-

fal, the six largest Canadian
banks were healthy and had the
capacity to grow.

The Big Six banks, like most
publicly traded banks, must
grow profits and market share
fo meet their shareholders’
expectations. Growth has been
achieved organically but also
through acquisitions across a
range of product lines including
deposits, mortgage lending,
wealth management, securities
dealing, commercial equipment
finance, and auto loans. The
Big Six have also increased
their geographic reach, with
expansion to many countries
around the world.

The expansion domestically has
increased the power of the Big
Six to influence the domestic
economy dramatically. By 2013
the Office of the Superinten-
dent of Financial Institutions
(OSFI) designated the Big Six
as domestic systematically
important banks (D-SIB). These
banks now carried the added
risks of infernational operations,
such that if foreign performance

impacted the viability of one of
the Big Six it would affect the
Canadian economy.

The Canadian financial industry,
while considered healthy, has
become less competitive and

is now dominated by a small
group of domestic banks with
the strength and competitive
advantage to dominate any
financial sector in Canada. The
very systems that keep the bank-
ing community healthy have also
led to dominance by a small
group of Canadian Banks.

GAP IN COMPETITIVE
ADVANTAGE

The gap in competitive advan-
tage is well illustrated in the
commercial equipment finance
sector. A group of smaller
Cancdian financial institutions
have chosen tfo focus expansion
efforts in the commercial equip-
ment finance market. The group
includes Laurentian Bank, Cana-
dian Western Bank (CWB), and
Meridian OneCap, which are
three smaller domestic finan-
cial institutions that have made
acquisitions and investment

in the commercial equipment
finance sector over the past
several years.

These companies are growing
their commercial equipment
finance market share signifi-
cantly, although a deeper
understanding of the sysfem of
defermining risk and capital
adequacy reveals some signif-
icant competifive hurdles for
smaller Canadian financial insti-
futions.

The Canadian commercial
equipment finance market has
shown fundamental changes

in market share since 2008.
There have been well over 30
merger and acquisition transac-
tions, with several of the most
significant fransactions involving
banks acquiring the largest and
most profitable independents.
The consolidation has changed
the dynamic of who is fighting
for origination and profit in the
market.

Most independents of size have
been acquired by financial
institutions (banks, credit unions),
and now the main battle for
market share is mainly between
foreign and domestic banks
with strong liquidity, low cost
of capital, and a desire for
growth. However, some banks
are stronger than others. This
arficle explores the issue of
how competition in Canada

is impacted by domestic and
global banking capital require-
ments. There is a large discrep-
ancy in the leverage available
to different financial institutions,
and this gap impacts competi-
tion in Canada.

The Basel Committee on Bank-
ing Supervision (Basel) is the
primary global standard-setter
for the prudential regulation of
banks and provides a forum for
cooperation on banking supervi-
sory matters.# Basel is made up
of central bank governors from
numerous countries who cooper-
ate on bank supervisory matters.

Before and since the finan-

cial crisis, Basel has been
providing information on the
recommended minimum capital
requirements for banks oper
ating internationally. These
recommendations have evolved
over time with the most recent
recommendations being derived
from lessons learned since
2008. Basel has sfruggled to
maintain a consensus on the
best methods to determine risk
and whether the same approach
for international banks is effec-
five for banks operating only
domestically.
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RISK RATIOS ing faces a much higher capital ~ Canadian banks have also had  will transfer a greater portion of  to retail customers through a
AND CAPITAL requirement. Table 1 shows a the ability to offload much of the  the risk back to the banks origi-  network of branches and now a
REQUIREMENTS comparison of the risk rafings risk of underwriting mortgages nating the fransactions. dominant infernet presence.

In Canada, the Big Six gain a
significant advantage from regu-
lators because these banks, and
only these banks, are allowed
fo use the advanced internal
ratings-based (AIRB) method

of determining capital require-
ments. The other, smaller banks
are required fo use the stan-
dardized rates set forth in Basel,
causing the smaller banks to
hold significantly more capital.

In addition, the Basel approach
deems business loans fo have
significantly higher risk than
residential mortgages and other
refail loans. A smaller bank
specializing in commercial lend-

used fo calculate capital require-
ments. The table shows the enor-
mous discrepancy between the

capital required by a small bank

and the Big Six.

The risk weightings shown
above are used to calculate
capital that the bank must hold
fo offset the risk of each type of
lending. The weighted amount is
then multiplied by the common
equity Tier 1 (CET1) rafio estab-
lished by Basel lll. VWWhen the
Big Six were designated D-SIB,
their Tier 1 capital ratios were
increased by 1% but the net
amount of calculated capital is
still much lower than for CWB
and Laurentian.

onto faxpayers through a unique
insurance program. Homebuy-
ers with down payments of less
than 20% require insurance.
This insurance provides the
banks with ironclad govern-
ment support and is unique

to Canada. Mortgages with
government insurance are risk
weighted “0" for the purposes
of calculating capital adequacy.

More than 50% of Canada'’s
$1.4 trillion home loan market
is made up of insured home
mortgages.® The Department of
Finance has acknowledged that
the level of government insur-
ance protection is too high and
is contemplating changes that

Table 1. Risk Weighting by Category

There are multiple issues with

the current risk weighting system

including concerns about shifts

in lending toward lower risk-

rated residential mortgages and

a movement away from business
lending. Table 1 illustrates that

current risk weighting gives

banks a greater leverage if they

pursue residential mortgages

and retail loans over commercial

lending. The larger banks have

been historically connected

Smaller banks lacking a refail
presence often pursue commer-
cial lending because it is more
suited to their resources and
capabilities. Available data
illustrates that the distribution of
bank credit to individuals has
grown enormously in the resi-
dential mortgage sector. Figure
1 illustrates the massive shift by
lenders over the past 40 years
fo a more residential mortgage
based portfolio.

Figure 1. Distribution of Bank Credit in Canada

60%

59.7%

Credit to Individuals vs. Business & Government

- Residential mortgage
- Consumer credit
- Credit to businesses

and government

Standardized Advanced internal rating based (AIRB) 50% AL
Category CwWB LB BMO BNS CIBC NB RBC D
Residential mortgage 30.4%  17.2% | 8.0% | 11.3%  6.4% | 11.7% | 7.5% | 8.8% 40%
Other retail loans 76.6% | 66.3% | 25.2% | 41.7% | 31.9% | 37.9% | 22.6% | 34.3% 30% -
Business loans 99.9% | 100.1% 42% | 58.1% | 35.2% | 47.0% | 58.4% | 44.6% .
Avg. equity required 9.2% 8.0% | 10.1% | 11.0% | 11.3% | 10.1% | 10.8% | 10.4% 20%
Note: Category Abbreviations — Canadian Western Bank (CWB), Laurentian Bank (LB), Bank of Montreal 10%
(BMQ), Bank of Nova Scotia (BNS), Canadian Imperial Bank of Commerce (CIBC), National Bank of Canada 0

(NB), Royal Bank of Canada (RBC), Toronto-Dominion Bank (TD).

Source: CWB Financial Group, corporate presentation, 1¢ quarter 2017. Used with permission.

1987

2015

Source: Chris Fowler, Western Bank of Canada. (See endnote 2.)




Is Competition Dying in the Canadian Equipment Finance Market?

Journal of Equipment Lease Financing ® FALL 2017  Vol. 35/No. 3

The Big Six have
grown their residential
mortgage books with
cheap capital and high

leverage. They have a
substantial advantage
over smaller financial

institutions in every
category of lending.

EXPOSURE FROM
RESIDENTIAL
MORTGAGES

The shift away from business
credit is clear. In recent times,
the exposure of the banks to

residential mortgages in general

and fo residential mortgages in
certain provinces specifically

has been identified as an area
of concern for the Office of the

Canada has 23 small and
medium-sized domestically
owned banks that collectively
make up 2% of all the assets

of all banks in Canada. This is
but one example of the many
challenges facing those who
regulate and monitor the finan-
cial services sector in Canada.
Although the health of the bank-
ing sector is not in doubt, the
long-ferm ramifications of such
a concentration of market share
confinue fo be a concern for
policy-makers and regulators.

An effective capital regime

is infended to provide conli-
dence in the banking system.

In theory, the regime dissuades
banks from taking riskier credit
because these deals will require
higher capital. In negative credit
cycles, the infention is that effec-
five levels of adequate capital
will not require the sale of assets

tion. The smaller banks have
had to stay away from the
hypercompetitive residential
mortgage space and have
pursued commercial lending
(including equipment]. Their
capital requirements for all
forms of lending are significantly
higher than the Big Six, creating
an unlevel playing field in the
domestic lending market.

Smaller financial institutions are
less profitable because of their
higher capital requirements
and resulting thinner margins.
Table 2 shows a simplified
calculation of Tier 1 capital
required fo offset business loan
risk for two smaller financial
institutions compared fo the
average required for the Big
Six. The premise of the regu-
lation is to ensure these banks
have adequate capital to
sustain themselves in periods of

The impact of the gap in risk
weighting is well stated by Chris
Fowler, president and CEO of
Canadian Western Bank, in his
submission for the Consultation
Paper on Review of the Federal
Financial Sector Framework®:

Non-AIRB banks that special-
ize in servicing the financial
needs of small to medium sized
businesses are at a competitive
disadvantage in terms of the
higher capital that they have

to hold relative to the large
dominant Canadian Banks. This
is because commercial loans
represent a higher percentage of
their overall portfolio as well as
the fact non-AIRB banks currently
utilize the standardized method
of calculating risk weighted
assets and therefore carry

more capital compared fo AIRB
banks for the same credit risk.
This limits the ability of smaller
banks to focus on the business
segment. Notwithstanding the

requirements on competition,
products offered and the poten-
fial systemic risk associated

with federal banks all incentiv-
ized to offer the same types of
credit, there is no mention in the
Consultation Paper of the need
to examine the effects of capital
requirements on the policy objec-
fives of the Government.

COMPETITION FOR
THE BIG SIX

Can domestic financial insti-
tutions and foreign financial
entities compete with the domi-
nance of the Big Six2 The data
presented above shows that
the six largest Canadian banks
have a considerable advantage
over their competition. There is
no doubt that the advantage is
significant and the difference in
capital requirements materially
impacts the profits of smaller
banks. Under the current system

Superintendent of Financial Insti- economic strain and loan stress.

or reduced lending activities significant impact of capital of risk weightings, it remains

tutions. The Big Six have grown  when times are tough.

their residential mortgage books

with cheap capital and high Two smaller Canadian banks

Table 2. Simplified Tier 1 Capital Calculation

leverage. They have a substan-  have made significant efforts

tial advantage over smaller to expand their commercial

Weighted loan
amount

Tier | capital
required

Business loan total

Weighted calculation

financial institutions in every equipment financing operations.

category of lending. Moreover,  Canadian Western Bank and Big Six Avg 10.6% $100 Million $100 Million x 47.6% |  $47.6 Million | $5.0 Million
the impact of their abilty to Laurentian Bank have been CWB 9.2% $100 Million $100 Million x 99.9% | $99.9 Million | $9.1 Million
use the infernal ratings-based actively acquiring equipment

h has led . . ) , : Laurentian 8.0% $100 Million $100 Million x 100.1% | $100.1 Million $8.0 Million
approach has led to a dramatic  finance firms and increasing

shift in lending activity. their originations postacquisi- Source: Alta Canada. Derived from CWB Financial Group, corporate presentation, 1st quarter 2017. Used with permission.
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more difficult for smaller finan-
cial institutions to attract capital
and generate comparable refurn
on equity fo the Big Six.

For U.S. lessors there are oppor-
tunities in Canada in spite of the
competitive advantage of the
Big Six. Thus, U.S. lessors with
strong vendor and manufac-
turer programs should consider
expanding their offerings fo
include the Canadian market.
Many Canadian dealers want
the same finance options as
their U.S. dealer counterparts
but often the U.S. equipment
finance firm is not active in

Canada.

Entering Canada to support
existing relationships would
bring additional volume as well
as protect from competitors
frying to enter the United States
by leveraging Canadian rela-
tionships. U.S. firms would also
find opportunity offering residual
based financing where the Big
Six banks face some regulatory
restrictions.

The Big Six banks have a
pricing and leverage advan-
fage, but this does not mean
there is not room for U.S.
firms with a value proposition
that distinguishes themselves

from low-priced competitors.
Many U.S. firms are thriving

in Canada [Wells Fargo, Key
Equipment Finance, Bank of
America, PNC Bank) and these
firms exemplify companies with
strong value propositions and
mature sales strategies.

Even with the advantages
described in this article, the Big
Six face stiff competition in the
Canadian commercial equip-
ment finance sector. The industry
has a diverse group of compet-
itors including captives, foreign
banks, and independents in
addition to the domestic finan-
cial institutions. The Big Six are
a presence in the industry and
have significant market share,
but there does not appear to be
a concertfed effort fo dominate
the industry.

Banks and credit unions repre-
sent an estimated 70% market
share,” and the Big Six are
estimated fo hold 43.6% of the
Canadian commercial equip-
ment finance portfolio. The
commercial equipment market
share of the Big Six is consid-
erably smaller than their overall
93% share of Canadian bank-
ing activity including refail and
commercial banking, wealth
management services, whole-

sale banking operations, and
insurance services.

Although the smaller market
share is encouraging, it indi-
cafes a markef segment that
may become a target of the Big
Six to add origination. Given
the considerable competitive
advantages of the Big Six and
the historical effort to grow
through acquisitions, there is
the potential for further industry
consolidation.

CONCLUSION

The Canadian banking system,
while often praised as among
the strongest in the world, has in
some ways become a victim of
its own success. The six largest
banks now represent 93% of
banking assefs and because of
current Basel regulations have

an incredible competitive advan-

tage. Canadian governments
and financial service regulators
acknowledge that the domi-
nance of the Big Six needs to
be addressed but have not yet
arficulated or scheduled clear
actions. At the root of the prob-
lem is the use of the risk-weight-
ing system recommended by
Basel and used, in part, as the
basis for bank capital require-
ment calculations in Canada.

In recent remarks, the superin-
tendent of OSFI, Jeremy Rudin,
made it clear that the internal

ratings based approach is an

area of concern®:

If we turn to the internal ratings
based approach, we find that
risk weights vary too much
across banks. This is seen most
clearly when banks using the
internal ratings based method
are asked to determine the risk
weight that they would assign to
a common, specific portfolio of
assets.

The comments of Mr. Rudin
include additional statements
that neither the standardized
approach used by small and
mid-sized banks nor the internal
ratings based approach used
by the global banks (including
the Big Six ] is a safisfactory
solution?:

The underlying problem in each
approach is the mirror image

of the problem in the other. In
the standardized approach, the
problem itself is risk weights that
do not vary enough from bank
to bank. In the internal ratings
based approach, risk weights
vary too much from bank to

bank.

If it is true that the first step
toward finding a solution is
identifying the problem, it would

appear that Canadian regulo-
fors are making some progress.
Unfortunately, finding a solution
that works for domestic banks,
the Big Six, and Basel is compli-
cated and further hampered

by a lack of consensus among
the 27 jurisdictions represented
on the Basel committee. Any
solution to risk weightings
involves the commercial lending
segment, and Basel is sfruggling
fo find consensus about how

fo treat commercial lending in
general and equipment finance
specifically.

U.S. lessors with
strong vendor

and manufacturer
programs should
consider expanding
their offerings to
include the Canadian
market. Many
Canadian dealers
want the same finance
options as their U.S.
dealer counterparts
but often the U.S.
equipment finance
firm is not active in
Canada.
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Trade associations including the
Canadian Finance and leasing
Association, Equipment Finance
and leasing Association, and
leaseurope have all made
submissions fo Basel arficulating
how default rates for commer-
cial transactions need to reflect
lower default rates and accurate
risk weights.'© The efforts of the
commercial equipment finance
industry associations are only a
small example of the challenges
faced by Basel af this time.

The concentration of market
share is of concern fo policy-
makers in general but the threat
to the number and volume of
financing choices for small and
medium-size enterprises (SMEs)
is a serious concern. The Big Six
have historically been passive
pursuers of SME business and
have evolved consumer origina-
fion strategies with more priority
than SME solutions. SMEs in
Canada are looking for more
options and would be recep-
five fo additional providers of
commercial equipment finance.

The Big Six banks have proven
over many decades that they
have the ability to dominate any
sector of the domestic banking
system in Canada including the
commercial equipment finance
business. The Canadian govern-

ment has the responsibility to
ensure the stability of the domes-
fic banking community, and the
performance of the banks during
evenfs like the global financial
crisis of 2008 shows Canadian
measures were among the few
that were adequate.

The unintended consequence
of Canadian regulatory policy
is a concentration of market
share in the banking sector
that is a threat to competition.
The banking system is in good
health, but the concentration

of assets among the Big Six

is cause for concern. The risk
weightings used to defermine
capital adequacy for all Cana-
dian banks do not adequately
reflect the risk profile of smaller
financial institutions. It appears
that the Department of Finance
is aware of this issue but has yet
fo propose a viable solution.

Until the gap in capital require-
ments between the Big Six and
other small and medium-sized
domestic banks can be closed,
the ability to close the competi-
tive gap between financial insti-
tutions will be limited.
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Cybersecurity: The Increasing Obligations
and Exposure in the Age ot State Regulation

By Frank Peretore, Robert L. Hornby, Michelle A. Schaap and Brigitte M. Gladis

In response to the
ever-increasing number
of high-profile data
breaches, the federal
government and the
states are turning

to regulations and
legislation through
which businesses must
implement cybersecurity
safeguards to protect
customer information.
Many of these
measures also make
private businesses
responsible for
monitoring affiliates
and third-party vendors.
Failure to comply may
lead not only to a state
enforcement action but
also private lawsuits.

Recent years have witnessed an
alarming upswing in massive
data breaches and cyberat-
tacks infilirating all industries.
In response, states have begun
fo take the initiative by imple-
menting laws and regulations
designed fo impose affirmative
obligations and restrictions on
individuals and entities that
come info possession of certain
personal information, some-
times with severe penalties for
noncompliance.

The correlation between large-
scale data breaches and
increased regulation is not
surprising. As more and more
everyday activities and inferac-
tions take place online, hackers
and others with nefarious infen-
tions are afforded a myriad

of opportunities fo access and
exploit personal data. While
regulations concerning cyber-
security — and thus the obli-
gations imposed on those in

possession of certain personal
information — have existed for
years, recent enactments have
demonstrated a distinct trend:
state governments are increas-
ingly mandating that those
who come info possession of
personal information proac-
tively ensure that such informa-
tion remains secured, or face
the consequences.

Given the unfortunate likeli-
hood that @ company may

be subject to a cyberattack

at any time — the Insurance
Information Institute noted

that cyberattacks were in

the top five largest threats to
businesses worldwide' — all
companies, regardless of
size, should prepare for the
worst. Due fo the personal and
financial nature of the informa-
fion routinely collected in the
equipment financing industry,
this industry is in the crosshairs
of the new laws. Those in the

industry must keep abreast of
the newly imposed obligations
at both the state and federal
level as well as realize the
potentially devastating implica-
fions and possible legal ramifi-

cations of their failure to do so.

This article highlights the impor-

tance for businesses of ensur-
ing the security of personal
and financial information in
their possession by discussing
some recent large-scale data
breaches and cyberattacks
and the resultant ramifications
and liability incurred by the
businesses involved in those
breaches. The article briefly
outlines the most recent legislo-
five efforts to mandate cyber-
security — namely, the recent
regulations enacted by Massa-
chusetts, New York, and Dela-
ware — as well as preceding
federal laws.

Finally, the article closes by

providing some insight as to
how those within the equipment
financing industry may better
equip themselves to not only
comply with newly enacted
state regulations but also to
enable them to make informed
business decisions in connec-
tion with their cybersecurity
programs.

RECENT HIGH-
PROFILE LIABILITY
CASES

The numbers do not lie: data
breaches increased 40% in
2016.2 This is likely because,
as Verizon noted in its 2016
Data Breach Investigations
Report, a company’s infor-
mation security team can

"to a very small degree, be
compared to the lot of a
hapless soldier,” in that he

"is told to guard a cerfain hill
and to keep it all costs,” but
he “is not told who his enemy
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may be, what they look like,
where they are coming from, or
when (or how) they are likely to
strike. "

The nature of
personal information
in the possession of
companies in the
financial services and

equipment finance
industries makes
those companies
particularly attractive
to a cyberattack.

The reality is that a threat to an
entity’s cybersecurity may come
from onywhere at any time

— as the recent spread of the

ransomware WannaCry demon-

strated — and unfortunately,
countless numbers of compa-
nies are blindsided by data
breaches and cyberattacks
each year. The nature of
personal information in the
possession of companies in the
financial services and equip-
ment finance industries makes
those companies particularly
aftractive o a cyberattack.
Indeed, in its 2016 Data
Breach Investigation Report,
Verizon concluded that 89% of

breaches had a “financial or

espionage motive."

These data breaches and cyber-
attacks are not cheap: a June
2016 report released by the
independent research organiza-
tion Ponemon Institute estimates
that the average cost to a U.S.
company for a data breach

is approximately $7 million.
Perhaps most importantly, recent
disclosures involving large-scale
data breaches demonstrate that
the sophistication or reputation
of a company does not change
its vulnerability to a breach or its
potential for liability as a result
of that breach. Accordingly,
companies of all sizes must be
vigilant to secure personal infor-
mation in their possession.

Equifax

Consider the recent Equifax
breach. Many if not all readers
of this article rely on third-party
providers including Equifax fo
undertake credit checks before
entering info a financing trans-
action. Had the Equifax breach
not occurred until June 2019,
and had a lender then failed to
demonstrate that it adequately
vetted Equifax’s security policies
and procedures, the lender
would potentially face expo-
sure under the recent New

York Cybersecurity Regulations.
(These regulations are discussed
below. Portions of them are not

effective until March 2019.)

Regardless of the applicability
of these new regulations, all
parties that may have previously
relied on Equifax for credit
checks are now on nofice that
Fquifax’s data security proce-
dures were insufficient to prevent
a breach. Whether or not Equi-
fax’s policies were reasonable
will be determined by the courts
in the evermounting class action
lawsuits filed against Equifax
(nof fo mention the investigations
pending with various stafes’
attorneys general, Congress, the
FBI, and the FTC). However, as
companies selecting vendors for
these types of services, those in
the equipment finance indusfry
are unquestionably on notice
that due inquiry going forward
is critical as to any and all third-
party vendors.

Further, to the extent that @
company provided personally
identifiable information of a
customer [or potential customer)
to Equifax, that company

now likely has an obligation

fo provide timely notice fo its
impacted customers. Different
states’ breach notification stat-

utes provide different proce-
dures, depending on the number
of persons impacted.

Ideally, a company’s contracts
with its vendors should already
(1) require any vendor fo
provide it with notice of o
breach and (2] indemnify the
company against resulting liabil-
ity. Given the enormous volume
of impacted persons, Equifax’s
notice was made through a
very public, nationwide noti-
fication. At a minimum, each
lessor should consider ifs use

of Equifax for its credit checks
and confer with ifs cybersecurity
legal advisors as to its nofifica-
fion obligations.

Even assuming that Equifax is
found to have acted “reason-
ably” in its security efforts, the
sheer cost of providing credit
watch services to those im-
pacted by the Equifax breach is
likely to be a staggering figure.

Government Fines and
Penalties

Importantly, companies that
experience a data breach may
ultimately be on the receiving
end of subsfantial fines and
other penalties imposed by

the government. In 2013, two
laptops were stolen from Hori-

zon Blue Cross Blue Shield’s
New Jersey office. Following
an investigation, the stafe
Division of Consumer Affairs
concluded that Horizon had
failed to encrypt policyholders’
personal information, such as
names, addresses, birth dates,
and Social Security numbers.
The stolen laptops and the data
exposed affected an estimated
690,000 people.

Horizon reached a setflement
with the New Jersey Divi-

sion of Consumer Affairs that
required Horizon to pay a $1.1
million fine as well as submit

fo a corrective action plan to
regularly assess security risks
with respect to policyholders’
personal information.

In 2015, approximately 36
million registered users of the
website AshleyMadison.com
had their personal information
exposed due to a breach of the
website's systems. Following a
Federal Trade Commission [FTC)
investigation, Ashley Madison
reached a seftlement with the
FTC and state governments,
under which it agreed to pay a
$1.6 million fine and to imple-
ment more sfringent security poli-
cies concerning users’ personal
information.”
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Then there is the notorious 2013
data breach involving Target
Corporation, in which more
than 41 million customers’ credit
card and 60 million custom-

ers’ confact information were
exposed as a result of a third-
party vendor's theft of creden-
fials. Following subsequent
investigations, Target seftled
with 47 states and the District
of Columbia, and agreed to
pay $18.5 million, as well as
to develop a comprehensive
security program with an inde-
pendent, qualified monitor to
conduct a security assessment.®

Personal customer information

may also be obtained by sophis-

ticated hackers launching cyber-
attacks. For instance, in 2014,
JPMorgan Chase’s computer
system — along with those of
several other well-known banks
— was hacked. The hackers
were able to obtain personal
information of approximately
83 million of JPMorgan Chase's
customers, including custom-
ers' names, addresses, phone
numbers, and email addresses.

The perpetrators were eventually
criminally charged, in part for
their use of sfolen personal infor-
mation to perpetrate a massive
stock fraud scheme; however,

the incident served to demon-
strate the potential systemic
weaknesses that exist even in
the financial services industry.?

Private Litigation

In addition to settling with
federal and state authorities,
companies that have suffered a
data breach are also potentially
susceptible to private litigation
brought by those whose infor-
mation has been compromised.
For instance, Neiman Marcus
recently agreed to pay $1.6
million in a class action lawsuit
filed as a result of a data
breach disclosing the credit
card data of 350,000 custom-

ers.10

While class action lawsuits may
present certain difficulties for
plaintiffs, their specter remains a
threat for companies that have
been involved in significant data
breaches or cyberattacks and
provides an incentive fo ensure
that they have effective cyberse-
curity programs and policies in
place."

Importantly, these cases and
resulting seftlements involve costs
incurred affer a data breach

has occurred. They do not take
into consideration the additional
liabilities a company may face

under regulations which impose
prebreach requirements. As
shown below, government regu-
lations at the state level, includ-
ing in Massachusetts, New
York, and Delaware, implement
enforcement mechanisms pursu-
ant fo which regulators are
aftempting to ensure cybersecu-
rity compliance.

FEDERAL
INFORMATION
SECURITY LAWS

The United States has a
long-standing history of privacy
regulation and litigation, which
in recent years has expanded
fo address increased concerns
regarding cybersecurity and

the overall security of personal
information. Indeed, for more
than two decades, the federal
government has regulated the
conduct of healthcare organi-
zations, financial institutions,
and federal agencies through
the 1996 Health Insurance
Portability and Accountability
Act (HIPAA), the 1999 Gramm-
leach-Bliley Act, and the Federal
Information Security Manage-
ment Act of 2002. Broadly,
these laws contain provisions
requiring cerfain businesses that
come info the possession of the
personal information of others fo

safeguard that information from
exposure.

For example, consider the
Gramm-leach-Bliley Act (GLBA),
also known as the Financial
Services Modernization Act,
which pertains to financial
institutions. It makes clear that
"each financial instfitution has
an affirmative and continuing
obligation to respect the privacy
of its customers and fo profect
the security and confidentiality
of those customers’ nonpublic

personal information.”?

In pursuit of this goal, the regu-
lations promulgated under the
GLBA mandate that “financial
institutions” (generally businesses
that are “engaging in financial
activities,” such as, for example,
lending, exchanging, transfer-
ring, or safeguarding money

or securities'®) must develop a
written information security plan
that describes their program fo
protect customer information. '

The FTC has advised that the
plan requirements “are designed
to be flexible,” and that safe-
guards should be implemented
that are appropriate to the
circumstances of the financial
institution af issue.'® Suggested
safeguards include background

and reference checks of newly
hired employees who will
access customer information:
limiting access fo customer infor-
mation; developing policies for
the appropriate use of devices
such as laptops, cellphones,

or other mobile devices; and
imposing disciplinary measures
for security policy violations. '

The United States has
a long-standing history
of privacy regulation
and litigation, which
in recent years

has expanded to
address increased
concerns regarding
cybersecurity and

the overall security of
personal information.

In addition, the GLBA provides
guidelines for financial institu-
fions in connection with their
collection and disclosure of
personal financial information.
The Financial Privacy Rule of
GLBA requires financial institu-
fions to notify “customers” about
their privacy practices, and,
under certain circumstances, to
also notify “consumers”!” about
such practices, including provid-
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ing notices regarding (1) the
types of information collected,
(2) whether that information is
ever disclosed and to whom,
and (3) information concerning
the institution’s policies and
practices with respect fo protect-
ing confidentiality and security
of the “nonpublic personal infor-

mation.”'8

Such requirements
may have the
practical effect of
requiring companies
to reassess those
with whom they

do business, in the
event those service
providers do not have
the ability to maintain
“appropriate” security
measures.

Federal legislation such as

the GLBA, which historically
tended to be more flexible in its
approach, has set the stage for
more recent efforts on the part
of the states to enact protections
geared toward addressing the
security of personal information
prior to a cyberattack or a data
breach. Although nearly every
state has enacted laws related

fo nofification requirements
following a data breach, '?
several stafes are now imple-
menting regulations containing
affirmative obligations to secure
cusfomer personal information.
In several cases, the mandates
are much more specific in

their requirements than existing
federal requirements.

MASSACHUSETTS
- THE BEGINNING
OF PROACTIVE
REGULATORY
REQUIREMENTS

In 2010, Massachusetts
enacted what was at the time
considered the most compre-
hensive state cybersecurity
regulation in the country.”® The
regulation, fitled “Standards
for Protection of Personal
Information of Residents of the
Commonwealth,” was promul-
gated with the laudable goals
of ensuring

... the security and confiden-
Hohfy of customer information

in a manner fully consistent

with industry standards; protect
against anticipated threats or
hazards fo the security or infeg-
rity of such information; and
protect against unauthorized
access fo or use of such informa-
fion that may result in substantial

harm or inconvenience fo any

21
consumer.

Importantly, the regulation
applies to “all persons that own
or license personal information??
about a resident of” Massa-
chusetts — an overwhelming
number of both people and
entities, as the regulation defines
"persons” to include not only
natural persons but also corpora-
tions, associations, partnerships,
or other legal entities.?*

The regulation imposes an obli-
gation on owners and licens-
ees of "personal information”

to "develop, implement, and
maintain a comprehensive infor-
mation security program,” and
demands that those programs
contain particularized “adminis-
frative, technical, and physical
safeguards” to ensure that the
personal information in their
possession remains profected.?*

The Massachusetts regulation
further provides particular
features that these security
programs must possess, includ-
ing, among others, the iden-
fification and assessment of
"reasonably foreseeable internal
and external risks to the security,
confidentiality, and/or integrity
of any electronic, paper or other
records containing personal

information”; the development of
security policies for employees
as to the storage and handling
of personal information; the
overseeing of service providers
who have access to personal
information; and the imposi-

fion of appropriate discipline

for violations of the security
program.?

Certain of these requirements
have the potential fo be oner-
ous for regulated entities.

For example, with respect fo
service providers, the regula-
tion requires a regulated entity
fo take “reasonable steps” in
selecting “third-party service
providers that are capable of
maintaining appropriate security
measures” fo protect personal
customer information.?* Accord-
ingly, such requirements may
have the practical effect of
requiring companies fo reassess
those with whom they do busi-
ness, in the event those service
providers do not have the ability
fo maintain “appropriate” secu-
rity measures.

Although providing leeway

to specifically tailor a security
program to the particular indus-
fry or company at issue, the
regulation does not explicitly
mandate what each regulated

individual or entity must specif-
ically do in order to comply
with the regulation. Instead,

the Massachusetts regulation
mandates that the regulated
"persons” develop programs
that take info consideration

"the size, scope and type of
business” involved, “the amount
of resources available” to the
regulated person, “the amount
of stored data” at issue, and
"the need for security and
confidentiality of both consumer
and employee information.”?’
Thus, an entity is left to grapple
with the question of whether

its particular security program
meefs the somewhat vague stan-
dards set by the regulation.

In recent years, the Massa-
chusetts attorney general has
relied on the regulation to bring
actions against enfities — even
non-Massachusetts-based entities
— that have failed to comply
with the terms of the regulation.
For instance, in July 2014, the
attorney general entered into a
consent judgment for $150,000
fo setile claims against the
Women & Infants Hospital of
Rhode Island, following allega-
fions that the hospital failed to
secure backup tapes containing
sensitive personal information of
several thousand Massachusetts
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residents.?® The state attorney
general’s office emphasized that
it is "focused on ensuring that
health care practices and their
business associates abide by the
state’s data security laws” and
other federal requirements.?”

NEW YORK -
THE NEW GOLD
STANDARD

The Massachusetts regula-

fion was unquestionably an
important step in the direction
of minimizing the potential for
cyberattacks. In imposing more
stringent obligations on those
who come info possession

of personal information, the
Massachusetts regulation can
no longer be touted as the most
comprehensive law to have
been enacted by the stafes in
this arena. New York — the
self-proclaimed epicenter of the
financial services industry — has
recently enacted cybersecurity
regulations with farreaching
implications. %

Effective March 1, 2017, New
York’s Superintendent of Finan-
cial Services (NYDFS) promul-
gated a series of "Cybersecurity
Requirements for Financial
Services Companies,” regula-

tions codified at 23 NYCRR

Part 500. The introduction to
the New York regulations makes
clear that they arose as a result
of the NYDFS' close “monitor-
ing [of] the evergrowing threat
posed to information and finan-
cial systems by nation-states,
ferrorist organizations and inde-
pendent criminal acfors,” and
the resultant desire to impose
“certain regulafory minimum
standards” that are “designed
fo promote the protection of
customer information as well

as the information technology

systems of regulated entfities."?!

The entities covered by the New
York regulations are those that
are "operating under or required
fo operate under a license,
registration, charter, certificate,
permit, accreditation or simi-

lar authorization” under New
York’s banking law, insurance
law, or financial services law.32
Accordingly, the regulations are
designed to apply to banks,
holding companies, lenders,
and finance agencies.

Moreover, many of the require-

ments set forth in the regulations
extend indirectly to “affiliates”

and “third-party service provid-

ers” of covered entities, that is,

persons controlled by or provid-
ing services to those entities

are also subject to a number of
obligations sef forth in the regu-
lations. As such, covered entities
must monitor and assess both
their own cybersecurity policies
and those of affiliates and third-
party service providers with
which they do business.

In this regard, vendors to
covered entities gathering
personal information for financ-
ing applications will be subject
fo the obligations imposed by
the New York regulation, even
if those vendors are out of state
and are not required to be
licensed under New York law.

The New York regulations
concern the protection of
"nonpublic information,” which
is broadly defined fo include
businessrelated information that,
it tampered with, would cause
a material adverse impact fo the
business, operations, or security
of the covered entity as well as
personal information concern-
ing an individual, such as

one's name used in connection
with his or her Social Security
number, driver's license number,
or any account number.

These broad definitions mean
that covered entities must imple-
ment programs and policies to

ensure the security of a wide
range of data in their posses-
sion concerning individuals and
entities. For example, not only
do the regulations prescribe that
covered entities maintain cyber-
security programs, they also
specify particular core functions
that must be performed by the
cybersecurity programs. Those
core functions include, similar
to the Massachusetts regulation,
that the program “identify and
assess internal and external
cybersecurity risks that may
threaten the security or integrity
of” the personal information in
the entities’ possession.®*

Moreover, even small compa-
nies®> must now be prepared

fo implement wide-ranging
cybersecurity programs to ensure
that personal data remains safe
from breach. Even if a company
falls within one of the limited
exemptions provided for under
the New York regulations, such
companies are still required to
comply with certain require-
ments.

For example, exempt entities
are still required to develop

a cybersecurity program and
cybersecurity policies, perform
a risk assessment, maintain a
third-party service provider secu-

rity policy, impose limitations
on data refention, and provide
certain notices to the superin-
fendent. A failure to do so may
subject those businesses to stafe
enforcement actions.* Accord-
ingly, the New York regulations
have wide-ranging implications
for businesses regardless of
size.¥

Not only do the
regulations prescribe
that covered entities
maintain cybersecurity
programs, they also

specify particular
core functions that
must be performed
by the cybersecurity

programs.

DELAWARE AND
OTHER STATES

On the heels of New York's
regulation, Delaware became
the latest state to enact a statute
imposing affirmative obligo-
fions on those in possession

of personal information. Dela-
ware's statute, which amends its
data breach notification statute,
becomes effective on April 14,
2018. It requires that “[a]ny
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person who conducts business”
in the stafe of Delaware and
"owns, licenses, or maintains
personal information shall imple-
ment and maintain reasonable
procedures and practices to
prevent the unauthorized acqui-
sition, use, modification, disclo-
sure, or destfruction of personal
information collected or main-
tained in the regular course of

business."38

These recent
legislative measures
undertaken by a
number of states
indicate that the

trend will be for

states to proactively
ensure that personal
information remains
protected from
disclosure.

The statute further specifies that
the state aftorney general “may
bring an action in law or equity
to address the violations of this
chapter and for other relief that
may be appropriafe fo ensure
proper compliance with this
chapter or fo recover direct
economic damages resulting

from a violation, or both.”3?

Given that this stafute is not yet
in effect, it is unclear to what
extent the Delaware afforney
general may rely on enforce-
ment actions fo ensure that Dela-
ware businesses (and out-of-state
companies doing business in
Delaware) are actually imple-
menting “reasonable procedures
and practices” with respect to
safeguarding personal informo-
fion.

Massachusetts, New York,

and Delaware are not alone in
assuming the mantle of cyberse-
curity regulation. Indeed, other
states have enacted legislation
that would create some affir-
mative obligations on the part
of businesses to ensure cerfain
cybersecurity policies and
procedures are in place.

For instance, Rhode Island
recently enacted a statute that
requires a “person” who “stores,
collects, processes, maintains,
acquires, uses, owns or licenses
personal information about a
Rhode Island resident” to “imple-
ment and maintain a risk-based
information security program
that contains reasonable security
procedures and practices appro-
priafe fo the size and scope of
the organization; the nature of
the information; and the purpose

for which the information was
collected"” to ensure the security
of the information.4°

Similarly, California recently
enacted a sfatute requiring a
business that “owns, licenses, or
maintains personal information
about a California resident”

fo “implement and maintain
reasonable security procedures
and practices appropriafe o
the nature of the information,

fo protect the personal informa-
tion from unauthorized access,
destruction, use, modification, or

disclosure."4!

In addition, Colorado and
Vermont each also recently
adopted regulations requiring
broker-dealers and investment
advisors to adopt written proce-
dures that are “reasonably
designed fo ensure cyberse-
curity,” as well as mandating
annual risk assessments of those
advisors' data security prac-
fices.*?

These recent legislative
measures undertaken by a
number of states indicate that
the trend will be for stafes to
proactively ensure that personal
information remains profected
from disclosure by imposing
obligations on businesses fo

protect that information on
receipt, rather than to impose
obligations solely in the event
of a disclosure of the personal
information.

HOW SHOULD

EQUIPMENT FINANCE
COMPANIES ADDRESS
THESE REGULATIONS?

Massachusetts, New York, and
Delaware are among the first

in what will undoubtedly be

a deluge of state regulation
imposing affirmative cybersecu-
rity requirements in the coming
years. While it is impossible

fo defermine what each state
will require, it is evident that
companies can proactively take
cerfain steps now, both fo aid
in compliance with the grow-
ing body of legislation and to
reduce the chance of a cyberse-
curity breach.

A Written Policy

First and foremost, it is essen-
fial that all companies, but
especially those that regularly
deal with customers’ personal
information (such as those in
the equipment finance industry,
develop written policies for
identifying potential threats o
secured information as well as
create incident response plans

for what the company will do in
the event of a breach, including
specific notification protocols.

As set forth above, virtually
every state has enacted sfatu-
fory requirements with which
companies must comply upon
discovery of a data security
breach. As such, it is prudent,
and required by the leading
states, for all companies to be
prepared to comply with those
requirements by creating writ-
fen policies and procedures in
accordance with the statutory
mandate.

However, in order for these writ-
fen policies to be compliant with
many of the newest state regu-
lations, they must go beyond
simply setting forth a postbreach
friage. In this regard, companies
should first assess what types

of data they handle and store,
as well as how that data is
currently being stored and who
has access to that data. Taking
this information info consider-
afion, companies should then
assess their current security
measures, consider where
weaknesses exist that may be
exploited by those looking to
do so, and implement strategies
fo mitigate or remediate those
weaknesses.
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Significantly, companies must
look beyond their own systems
to identify and assess security
issues arising with third-party
vendors and other service
providers. The goal is to have

a written plan, which must be
reviewed and revised periodi-
cally,*® that safeguards cusfom-
ers’ personal information and
otherwise complies with notifica-
fion and reporting requirements
of various state and federal laws
— a gantlet that will not prove
easy fo navigate.

Encryption
To that end, one measure that
businesses should strongly

consider implementing is encryp-

tion of all records being stored
or fransmitted. Encryption is @
way fo profect secured content
by converting plain fext info
cipher text and securing that text
with a unique password in order
fo prevent unauthorized third
parties from accessing the data.
Current encryption products can
be implemented in any business
setting and can protect indi-
vidual files and folders as well
as full disks of data (laptops,
deskiop computers, and mobile
devices).

Encryption is particularly helpful
fo the extent that a company

regularly stores or transmits
personal information on laptops
or in the cloud. Perhaps most
importantly, encryption can
provide a safe harbor under @
number of state data breach
notification laws. In other words,
if exposed data was encrypted
and the encryption keys were
not themselves compromised,
the company employing the
encryption may be shielded
from financial liability as well
as nofification requirements) for
the “breach.”#*

While not inexpensive, encryp-
fion may prove to be well worth
the initial investment, both in
ferms of protecting cusfomer
information and in helping to
avoid running afoul of ever-in-
creasing state regulations.

Crisis Management Team
Recent data security breaches,
such as Equifax’s, have raised
another important consideration
in planning for a security breach
and the appropriate response fo
that breach: crisis management
and communication. Meeting
your company’s mandatory mini-
mum notice obligation is a far
cry from ensuring that the fone
of the notice is appropriate. If
not handled properly, a compa-
ny’s notice following a breach

will compound the negative
impact on that company’s repu-
fation.

The Equifax breach is insfruc-
five as an example of relaying
the wrong message. At first
glance, it seemed that Equifax
was being proactive, offering
"free” credit monitoring services
to all impacted persons for

one year. Initially, the message
received was positive. However,
the fine print of the initial offer
disclosed that recipients of the
credit monitoring services were
being asked fo relinquish and
waive the right fo participate

in any class action initiated for
losses incurred as a result of
the breach, and instead were
contractually bound to arbitrate.

As if this was not enough to sour
the initial positive response fo
the offer of “free credit watch”
services, it was then disclosed
that the credit watch services
offered were from Equifax: the
very company that already
demonstrated an inability to
profect customers’ personal
information from unautho-
rized access. To even further
compound the inept response
by the company, several days
after the breach, but more
than a month before the public

announcement of the breach,
key senior executives af Equifax
sold enormous volumes of shares
of their Equifax stock.

Indeed, since the initial public
announcement, Equifax has
further disclosed that a breach
occurred earlier in the year,
one which was never publicly
disclosed, and it has since
come fo light that other senior
executives sold Equifax stock
before the recent disclosure.

Needless to say, any good will
created by the proactive offering
of free credit monitoring services
has been substantially squan-
dered by the subsequent and
continuing disclosures. In doing
so, the company effectively
negated any good will created
by the proactive offering of free
credit moniforing services.

In addition fo managing the
public message, companies that
experience data incidents and
security breaches will likely face
employee fears: whether as to
job stability, company stability
and/or the security of their own
personal information held by
the company as their employer.
Clearly, the distraction of media
coverage and public perception
can affect productivity within an
organization.

Encryption is a way
fo protect secured
content by converting
plain text into cipher
text and securing that

text with a unique
password in order to
prevent unauthorized
third parties from
accessing the data.

Given the foregoing consid-
erations — related to both
external and internal concerns
— it is critical fo engage an
outside firm that specializes

in data breach crisis manage-
ment and communication, and
such engagement should not
be an afferthought. Indeed,
while many insurance policies
cover the costs associated with
hiring such a firm, a company
should ensure that the firm ulti-
mately refained is competent to
handle the requisite messaging
and crisis management that
emanates from almost every
significant data breach.

Cybersecurity Insurance
Finally, companies of all sizes
should purchase cybersecurity
insurance. Such insurance will
help ensure certain coverage in
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the event of a breach — cover-
age for losses that are generally
not otherwise covered under
standard property and casualty
policies.

At a minimum,
cybersecurity
insurance should
cover not only all
costs of a data

breach — including
those associated with
customer notifications,
crisis management,
and attorneys’ fees.

The cost for this insurance is
actually decreasing, while at
the same fime it is evolving fo
provide greater coverage for
the increased exposure in the
markefplace.*® Every company
should scrutinize the coverage
offered, as such policies widely
vary as fo coverage and exclu-
sions.

At a minimum, cybersecurity
insurance should cover not only
all costs of a data breach —
including those associated with
customer nofifications, crisis
management, and afforneys’
fees — but should also provide

coverage for fines associated
with the breach and the poten-
tial failure to comply with vari-
ous government regulations.
This latter requirement is critical
because, as shown above, the
frend at the state level is toward
more regulations that require
proactive actions — inevitably
leading to more fines.

In any event, cybersecurity
insurance must be considered a
cost of doing business for any
company dealing with custom-
ers’ personal information. Given
the uncertainty as to whether
(and when) an attack or breach
will occur, and the potential
magnitude of that attack or
breach, a company may find
some measure of security in
knowing that it has a cybersecu-

rity policy to help mitigate that
risk.

Of course, each business must
take info consideration its own
potential liability exposure and
budgetary constraints to deter-
mine whether a cybersecurity
insurance policy is appropriate
for that business, while being
mindful of recent regulatory and
private actfions resulting from
data breaches — breaches for
which a company may not have
planned.

CONCLUSION

Recent years have demonstrated
the necessity of effective cyber-
security programs for every
company, but especially those
that are regularly in the posi-
fion of collecting and securing
cusfomers’ personal information,
not only because of the practi-
cal aspect of such programs but
also because of the recent state
government focus on proactive
cybersecurity compliance.

In order to navigate the possi-
bly confusing waters of various
government regulations, all
companies — especially those
in the equipment financing
industry — would be well
served to seek out professional
advice fo assist in ensuring
compliance. This should include
not only cybersecurity experts
but also knowledgeable insur-
ance brokers that can recom-
mend appropriate policies to
meet the needs of the business,
as well as other professionals
who can assist in training both
senior management and other
personnel as fo the requirements
of these new regulations.

Moreover, legal counsel can
provide invaluable assistance in
navigating the law and ensuring

that the company complies with
the requirements now mandated
by various government agen-
cies. As discussed above, the
ramifications for failing to ensure
compliance can be financially
ruinous.

In today’s era of state regu-
lation, it is essential that all
companies, regardless of their
size, assess the types and
amounts of personal information
being received and stored, and
implement appropriate security
programs and policies with
respect fo protecting that infor-
mation.
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at hitp: //www.njconsumeraffairs.gov

News/Pages/02172017 .aspx.

7. See Federal Trade Commission, news
release, "Operators of AshleyMadison.
com Sefile FTC, State Charges Resulting
from 2015 Data Breach that Exposed
36 Million Users' Profile Information”
(Dec. 16, 2016), available at hitps: //
www.ftc.gov/news-events /pressre-
leases/2016/12/operators-ashleymadi-

soncom-settle-fic-state-charges-resulting.

8. See New York State Office of the
Attorney General, news release, "A.G.
Schneiderman Announces $18.5 Million
Multi-State Sefflement With Target
Corporation Over 2013 Data Breach”
(May 23, 2017), available af hitps://
ag.ny.gov/ pressrelease/ag-schneider-
man-announces-1 8 5-million-multi-state-set-
tlementtarget-corporation-over.

Q. See Lliz Moyer, "Prosecutors
Announce More Charges in Hacking of
JP Morgan Chase,” New York Times,
Nov. 10, 2015, available at htips://
www.nytimes.com/2015/11/11
business/dealbook/prosecutors-an-
nounce-more-charges-in-jpmorgan-cyber-
attack.html.

10. See Remijas v. The Neiman Marcus
Group, LLC, No. 14 Civ. 1735 (N.D.
M)

11. Further, beyond fines and litigation,
a data breach could have a significant
impact on business fransactions the
company is involved in. For instance,
following the notorious data breach

of Yahoo's user information, Yahoo
was forced to reduce the price that
Verizon would pay to purchase Yohoo's
business by $350 million. See Vindu
Goel, “Verizon Will Pay $350 Million
Less for Yahoo,” New York Times, Feb.
21,2017, available at hitps: //www.
nytimes.com/2017/02/21 /technol
ogy/ verizon-will-pay-350-million-lessfor
yahoo html.

12.15U.8.C. § 6801(al).
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13.15U.S.C. § 6809(3): 12 U.S.C. §
1843(K)4).

14. Federal Trade Commission, “Finan-
cial Institutions and Customer Information:
Complying with the Safeguards Rule”
(last updated April 20006), available

at https://www.ftc.gov/tips-advice
business-center/guidance/financial-insti-
lutions-customerinformation-complying.

17. A “consumer” is an “individual” who
obtains “a financial product or service”
from a financial insfitution “that is to be
used primarily for personal, family, or
household purposes.” See 16 C.FR. §
313.3le). "Customers” are simply con-
sumers who have a continuing consumer
relationship with a financial insfitution
and obtain services such as a credit or
investment account, a loan, an insur-
ance product, or financial or economic
services. 16 C.FR. § 313.3(i)(1H2).
Importantly, because “consumers” are
defined as “individuals,” the term does
not apply fo commercial clients, such as
sole proprietorships, and thus the Finan-
cial Privacy Rule also does not apply to
those clients. See Federal Trade Commis-
sion, “How to Comply with the Privacy of
Consumer Financial Information Rule of
the Gramm-leach-Bliley Act” (last updated
July 2002), available at hitps: //www.
fic.gov/tips-advice /business-center
guidance /how-comply-privacy-consum-
erfinancialinformation-rule-gramm.

18. See 16 C.FR. § 313.4 through §
313.9.

19. See Alaska Stat. § 45.48.010 et
seq.; Ariz. Rev. Staf. § 18-545; Ark.
Code §8 4-110-101 et seq.; Cal. Civ.
Code §§ 1798.29, 1798.82; Colo.
Rev. Stat. § 6-1-716; Conn. Gen. Stat.
88 36a-701b, 4e70; Del. Code tit.

6, § 12B-101 et seq.; Fla. Stat. §8§
501.171, 282.0041, 282.318(2)(i):
Ga. Code §§ 10-1910, 911, 912,
8§ 46-5-214; Haw. Rev. Stat. § 487N-1
et seq.; Idaho Staf. §§ 28-51-104 to
-107; 815 ILCS §8§ 530/1 to 530/50;

Ind. Code §8 4-1-11 et seq., 24-4.9 ef
seq.; lowa Code §§ 715C.1, 715C.2;
Kan. Stat. § 50-7a01 et seq.; KRS §
365.732, KRS §§ 61.931 10 61.934,
La. Rev. Stat. §8 51.3071 et seq.;

Me. Rev. Stat. tit. 10 § 1346 ef seq.;
Md. Code Com. Llaw §§ 14-3501

et seq., Md. State Gov't Code §8
10-1301; Mass. Gen. laws § 93H-1 et
seq.; Mich. Comp. laws §8§ 445.63,
445.72; Minn. Stat. §§ 325E.61,
325E.64; Miss. Code § 75-24-29; Mo.
Rev. Stat. § 407.1500; Mont. Code
88 2-6-1501 10 -1503, 30-14-1701
efseq., 33-19-321; Neb. Rev. Stat. §8§
87-801 et seq., 242.183; Nev. Rev.
Stat. §8 603A.010 et seq.; N.H. Rev.
Stat. §§ 359-C:19 ef seq.; NJ. Stat.

§ 56:8-161 etseqg.; HB. 15, 53rd
leg., Tst Sess. (N.M. 2017); N.Y. Gen.
Bus. Law § 899-AA, N.Y. State Tech.
law 208; N.C. Gen Stat. §§ 7561,
75-65: N.D. Cent. Code §§ 51-30-01
ef seq.; Ohio Rev. Code §§ 1347.12,
1349.19, 1349.191; 1349.192;
Okla. Stat. 8§ 74-3113.1, 24-161 1o
-166; Oregon Rev. Stat. §§ 646A.600
to .628; 73 Pa. Stat. §§ 2301 et seq.;
R.I. Gen. laws §§ 11-49.3-1 et seq.;
S.C. Code § 39-1-90; Tenn. Code

88 47-18-2107; 8-4-119; Tex. Bus. &
Com. Code §§ 521.002, 521.053;
Utah Code §§ 13-44-101 ef seq.; V.
Stat. fit. 9 §§ 2430, 2435; Va. Code
88 18.2-186.6, 32.1-127.1:05;
Wash. Rev. Code §§ 19.255.010,
42.56.590; W.V. Code §§ 46A-2A
101 et seq.; Wis. Stat. § 134.98;
Wyo. Stat. §§ 40-12-501 et seq.; D.C.
Code §8§ 28-3851 ef seq.

20. Note that, by 2010, HIPAA and

the FTC Act (Section 5 being applied as
to companies’ unfair and,/or deceptive
practices as fo their stated privacy poli-
cies) predated the Massachusetts statutory
framework, and a number of states had
enacted legislation that mandated the
profection of personal information. How-
ever, the regulafion issued by Massachu-
sefts was at the time considered the most
onerous sfate dafa security regulation and
was offen considered a gold standard for
a more proactive sfate approach.

21.201 CMR 17.01(1).

22. The regulation defines “personal
information” to include “a Massachusetts
resident’s first name and last name or

first initial and last name in combination
with any one or more of” certain “data
elements,” which include Social Security
Number, driver's license number, or
state-issued identification card number,

or “financial account number, or credit or
debit card number, with or without any
required security code, access code, per
sonal idenfification number or password,
that would permit access fo a resident’s
financial account.” 201 CMR 17.02.
"Personal information” does not include
“information that is lawfully obtained from
publicly available information, or from
federal, state or local government records
lawfully made available to the general

public.” Id.

23. 201 CMR 17.01(2) [emphasis
added); 201 CMR 17.02.

24.201 CMR 17.03(1).

25.201 CMR 17.03(2){aHj).
26. 201 CMR 17.03(f)(1H2).
27.201 CMR 17.03(1)(aHd).

28. See Attorney General of Massa-
chusetts, news release, "VWomen &

Infants Hospital to Pay $150,000 to
Setile Data Breach Allegations Involv-
ing Massachusetts Patients” (July 23,

2014), available at http: //www.mass.

gov/ago/news-and-updates/pressre-

leases/2014/2014-07-23-women-in-
fantshospital.html.
29. Id.

30. Again, even though state data
breach and privacy laws, including those
of Massachusetts, predated the New
York regulations, the governor lauded the
regulations as the “first in the nation.” See
New York Department of Financial Ser-
vices, news release, “Governor Cuomo
Announces Firstinthe-Nation Cybersecu-
rity Regulation Protecting Consumers and
Financial Institutions from Cyberattacks to
Take Effect March 1" (Feb. 16, 2017),

available at htp: //www.dfs.ny.gov

about/press/pr1 702161 him.
31. 23 NYCRR 500.00.

32. 23 NYCRR 500.0T(c).
33. 23 NYCRR 500.01(g).
34. 23 NYCRR 500.02(b).

35. The New York regulations do
provide certain exemptions from the
requirements stated therein for smaller
businesses. For example, an entfity is
exempt from certain requirements under
the regulations if it has fewer than 10
employees, earned less than $5 million
in gross annual revenue in each of the
last three fiscal years, or has less than
$10 million in yearend total assefs. See

23 NYCRR 500.19.
36. See 23 NYCRR 500.20.

37. Companies subject fo the New

York regulations must also be aware that
pursuant fo the regulations, a “Senior
Officer” must approve the entity’s cyber-
security policy and is responsible for

“the management, operations, security,
information systems, compliance and/
or risk” of the covered entity. 23 NYCRR
500.01(m); 23 NYCRR 500.03. More-
over, covered entities are also required
to designate an individual as the “"Chief
Information Security Officer” (CISO), who
is responsible for overseeing and imple-
menting the covered entity's cybersecurity
program, enforcing the cybersecurity
policy, and annually reporting to the cov-
ered entity’s board of directors. The CISO
may be employed by either the covered
entity itself or by an offiliate or third-party
service provider; to the extent the CISO
is employed by an dffiliate or third-party
service provider, the covered entity still
refains responsibility for compliance with
the regulations, and must designate a
senior member of the covered entity to
oversee the third-party service provider.

See 23 NYCRR 500.04.

38. House Substitute No. 1 for H.B.
180, 149th Gen. Assem. (Del. 2017)
(emphasis added).

39. /d.
40. R.I. Gen. laws § 11-49.3-2(a).

41. Cal. Civ. Code § 1798.81.5(b).

42. See 3 CCR 704-1, Rule 51-4.8 and
Rule 51-4.14; VSR. § 8-4.

43. For example, the New York regula-
tions require that covered entities conduct
a periodic risk assessment to defermine
whether the entities’ cybersecurity pro-
grams are sufficient to handle possible
threats. Specifically, the regulations state
that the risk assessment “shall allow

for revision of confrols fo respond to
technological developments and evolving
threats and shall consider the particular
risks of the Covered Entity’s business oper-
ations related to cybersecurity, Nonpublic
Information collected or stored, Informa-
tion Systems utilized and the availability
and effectiveness of confrols o protect
Nonpublic Information and Information

Systems.” 23 NYCRR 500.09(al.
44. See e.g., NJ. Stat. § 56:8-161

(defining “breach of security” as “unau-
thorized access to electronic files, media
or data containing personal information
that compromises the security, confiden-
tiality or integrity of personal information
when access fo the personal information
has not been secured by encryption or by
any other method or fechnology that ren-
ders the personal information unreadable
or unusable”) (emphasis added).

45. For instance, cybersecurity policies
may be customized fo the particular
business and may include a variety of
coverage, such as liability for security or
privacy breaches, costs associated with
privacy breaches, business inferruption
related fo a security or privacy breach,
and/or expenses related fo cyber extor
tion or cyberterrorism. See National Asso-
ciation of Insurance Commissioners & the
Center for Insurance Policy and Research,
"Cybersecurity” (last updated April 3,
2017), available at htip:/ /www.naic.
org/ cipr_topics/topic_cyber_risk.htm.
However, while cyber insurance often
covers governmental fines and penalies,
these new state regulations contemplate
prebreach penalties that may not be
covered. In this regard, it is crifical fo
check your policies to ensure that you
understand the coverage provided.
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